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Abstract
This thesis focuses on questions in secure two-party quantum computation. In
cryptography, more complicated protocols are usually composed from smaller
building bricks – the protocols that implement simple functionalities known
as primitives. It has been shown by Lo that in the model where the players are unbounded in computation time and memory size, it is not possible
to achieve perfect security in the implementation of cryptographically interesting two-party primitives, even if the players are quantum. In this thesis,
we extend those results by looking at the security limits of two-party quantum computation in more detail. We consider quantum protocols implementing non-trivial two-party primitives which are those with no secure classical
protocol even against honest-but-curious adversaries. Under the sole assumption of correctness—which guarantees that honest players obtain their correctly
distributed outcomes and nothing in addition — we show that any quantum
protocol necessarily leaks forbidden information to a dishonest player. Furthermore, we provide a framework to quantify this leakage. All our results hold
even against quantum honest-but-curious adversaries who honestly follow the
protocol but purify their actions and apply a different measurement at the end
of the protocol.
For several flavors of oblivious transfer, we determine the minimum leakage
of any quantum protocol. In particular, we show that quantum protocols for
oblivious transfer asymptotically leak all information to a honest-but-curious
adversary as the length of the transmitted strings increases.
Furthermore, we generalize the framework by also considering protocols with
the presence of a trusted third party, modeled by the state of the environment
which does not interact with the players during the protocol’s execution. We
show that even in such a model, any non-leaking implementation of an arbitrary
primitive is in fact, perfectly secure. It means that it only allows the players to
access the information specified by the implemented functionality. This result
does not follow immediately from the definition of a non-leaking implementation, since such an implementation may allow the players to get the information
of their choice about the other party, unless some player wants to learn more
than he would if he was honest. We also show that even if the environment
enables the quantum players to implement some non-trivial primitives perfectly
securely, they cannot amplify the cryptographic power of such primitives in an
arbitrary way.
Another issue we look at is composability of two-party quantum protocols.
To show that a protocol π can be self-composed, one would have to prove that
v

any attack of a real protocol using several instances of π as its sub-routines, can
be simulated by an appropriate attack of an ideal protocol, using the instances of
an ideal functionality IDπ corresponding to π as its sub-routines. Any attack of
the ideal protocol consists of calls to IDπ defining the actions on single copies of
π. On the other hand, in an attack of the real protocol also quantum operations
acting coherently in more copies of π are allowed. In this work we show that in
fact, no non-trivial two-party quantum protocol is self-composable. We do so
by defining a generic protocol acting on several copies of π whose output cannot
be reproduced and not even approximated by calls to the ideal functionality.
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I did, and to Joël Alwen for proof-reading and most of all, for his permanent
moral support, strength, and optimism that were some of the essential forces
helping me to finish this thesis.
Miroslava Sotáková,
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Chapter 1
Introduction

1.1

Cryptographic Models and Primitives

The need for secure communication is probably as old as the invention of
writing. In the digital age, the tasks requiring security like encryption, keyagreement, authentication, identification, or voting are achieved through cryptographic protocols. The notion of security of a protocol is always related to
a cryptographic model i.e., the environment in which the protocol is executed.
The description of a model may involve specification of the limits of adversarial
behavior (the number of dishonest parties and the way in which they are allowed
to deviate from the instructions), computation space/time bounds, or the list
of additional resources like specific communication channels, shared randomness, and oracles for certain cryptographic functionalities, available for using.
A protocol is secure in the strongest sense, if it is secure against any number of
dishonest parties with unlimited computational power, allowed to deviate from
their honest behavior in an arbitrary way. The notion of security we investigate in this thesis is against weak adversaries, called honest-but-curious, that
follow their computation instructions but store all information they can access.
Otherwise, they are computationally unbounded. This model is interesting
for at least two reasons. First, showing that there is no protocol implementing a given functionality securely even against this type of weak adversaries
implies that no implementation can be secure against any stronger type of adversaries. Second, in the quantum world where quantum honest-but-curious
behavior is equivalent to “indistinguishable from the honest one by the other
party”, a malicious (i.e., not just honest-but-curious) player can be detected by
the other player and therefore, severely punished. Hence, in such a model it is
often rational to behave in a honest-but-curious manner. The assumption of
computational unboundedness is also well-justified, since infeasibility of tasks
ensuring security of protocols against polynomial time adversaries, like integer
factoring (RSA encryption [RSA78]), finding discrete logarithm (Diffie-Hellman
key-exchange [DH76]), or lattice problems [AD97, GGH97], has never been formally proven. Furthermore, finding discrete logarithm and integer factoring
are examples of problems that can be solved in polynomial time by a quantum
computer [Sho97], even though no classical polynomial algorithm is known for
1
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either of them.
Interesting cryptographic tasks can involve arbitrary number of parties. For
a number of those, such as zero-knowledge proofs [GMR89] (a player wants to
convince the other player that certain statement is true without revealing any
information about its proof) or the millionaire problem [Yao82] (two millionaires
want to know who is richer without disclosing any other information about the
value of their properties), only two players are involved. In this thesis we focus
on such setting.
In the cryptographic protocol design, reliable security is highly demanded.
Protocols are therefore built from blocks, called cryptographic primitives, that
implement specific low-level tasks and are realized by well-understood algorithms. Protocols are then proven to be secure by showing security (also in
the composition) of its building blocks in a given cryptographic model. As an
example of a primitive, we take a two-party primitive called oblivious transfer,
first introduced by Rabin [Rab81]. Even though there are several variants of
this primitive, all of them are equivalent in the sense that we can build any
of them from several instances of another one [Cré87, CK88]. Probably the
most well-known of these variants are 1-2-ot (one-out-of-two oblivious transfer) [Wie83, EGL82] and rot (Rabin oblivious transfer) [Rab81].
In the first of these two variants, a sender Alice transmits two bits to Bob
who decides which of them to receive. An implementation of 1-2-ot is secure,
if it does not allow dishonest Alice to learn which of the two bits Bob has
received and on the other hand, it prevents dishonest Bob from getting any
information about the other one of Alice’s bits. Rather surprisingly, it has been
shown by Kilian [Kil88] that 1-2-ot is universal for two-party computation,
which means that any two-party functionality can be securely implemented
with several copies of this simple primitive. The second primitive – rot, is
simply a secure erasure channel. Alice sends Bob a single bit which is replaced
by a uniformly random bit with probability 1/2. In a secure implementation of
rot, dishonest Alice does not learn whether the erasure happened and whatever
Bob does (within the restrictions specified by the model) does not give him any
information about the transmitted bit with probability 1/2.
Rather recently, Popescu and Rohrlich [PR94] introduced yet another primitive called non-local box (NL-box), as a machine modeling non-signaling nonlocality. It lets the two players generate an additive secret sharing of the product of their input bits x and y while keeping each party’s input totally private.
In other words, upon inputs x and y, the players receive output bits a and b
satisfying xy = a ⊕ b and Pr[a = 0] = 1/2. It has been shown in [WW05b]
that one NLB together with one bit of communication allow for a simulation
of 1-2-ot. It is not difficult to prove that in the model where we assume that
the computational power of the players is unbounded and they only communicate via noiseless channels, it is not possible to implement 1-2-ot securely
“from scratch”. Probably the easiest way to do it is by showing impossibility of designing a secure protocol for an even weaker primitive introduced by
Blum [Blu82], which is called bit commitment. This functionality is very important in cryptography, as it stands as an essential building block of most
cryptographic protocols. Bit-commitment scheme lets one of the two players
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commit to a bit b in such a way that the other player does not learn its value
(we called this property concealing) and at the same time, there is a way for a
committer to later convince the other party that the bit value was fixed at the
time of the commitment and equals b (the commitment is then called binding).
It is possible to build a protocol for bit commitment from several instances
of a protocol for 1-2-ot, by letting Alice prepare many bit-pairs (xi0 , xi1 ) such
that xi0 ⊕ xi1 = b and letting Bob receive one bit of each pair. In the opening
phase, Alice simply sends all of her bits to Bob. On the contrary, [MN05] shows
that bit commitment is not sufficient for a secure implementation of oblivious
transfer. We can easily prove that bit commitment cannot be implemented
securely in the information-theoretic sense. Let us assume that a protocol for
bit commitment hides the value of the committed bit perfectly. Then, since the
verifier’s view is exactly the same in both cases where b = 0 and b = 1, there
exist complete protocol transcripts extending the verifier’s view for both of the
bit values. According to the choice of a transcript, the committer can reveal
both b = 0 and b = 1 consistently with the view of the verifier. Bit commitment
can be reduced to 1-2-ot, yielding that there is no secure protocol for 1-2-ot
in the information-theoretic sense either.

1.2

Secure Two-Party Quantum Computation

Even though quantum communication provably allows multiple players to implement tasks with no secure classical protocols, which is most famously demonstrated by a protocol for secret-key distribution [BB84], quantum and classical cryptography often show similar limits in the two-party setting. Oblivious transfer [Lo97], bit commitment [May97, LC97], and even fair coin tossing [Kit03] are impossible to realize securely both classically and quantumly. We
can show the impossibility of quantum bit commitment, by using a similar argument as in the classical case, and that we explain in more detail at the end of this
section. On the other hand, quantum cryptography allows for some weak primitives1 otherwise impossible in the classical world. For example, quantum coinflipping protocols with maximum bias equal to 14 exist2 against any adversary
while remaining impossible based solely on classical communication [Amb01].
Few other weak primitives are known to be possible with quantum communication while remaining impossible classically. Recall the definition of NL-box
from the previous section. The sharing of one EPR pair allows to simulate an
NL-box with symmetric error probability sin2 π8 [PR94,BLM+ 05]. Equivalently,
Alice and Bob can implement 1-out-of-2 oblivious transfer (1-2-ot) privately
provided the receiver Bob gets the bit of his choice only with probability of
error sin2 π8 [Amb05]. Clearly, even with such imperfection these two primitives
are impossible to realize in the classical world. This discussion naturally leads
to the following questions:
• What is the cryptographic power of two-party quantum cryptography?
1

These primitives are usually so weak that they cannot be amplified.
In fact, protocols with better maximum bias are known for weak quantum coin flipping
[Moc04, Moc05, Moc07].
2
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and
• How does it relate to what is achievable in the classical setting?

On the one hand, quantum communication allows for primitives impossible in
the classical world while on the other hand primitives like (any flavor of) oblivious transfer or bit commitment are impossible for similar reasons as in the
classical world. Most standard primitives in two-party quantum cryptography
have been shown impossible to implement securely against weak quantum adversaries reminiscent to the classical honest-but-curious (HBC) behavior [Lo97].
The idea behind these impossibility proofs is to consider parties that purify
their actions throughout the protocol execution. This behavior is indistinguishable from the one specified by the protocol but guarantees that the joint
quantum state held by Alice and Bob at any point during the protocol remains
pure. The possibility for players to behave that way in any two-party protocol
has important consequences. For instance, the impossibility of quantum bit
commitment follows from this fact [May97, LC97]: After the commit phase,
Alice and Bob share the pure state |ψx i ∈ HA ⊗ HB corresponding to the commitment of bit x. Since a proper commitment scheme provides no information
about x to the receiver Bob, it follows that trA |ψ0 ihψ0 | = trA |ψ1 ihψ1 |. In this
case, there always exists a unitary U0,1 acting only on Alice’s side such that
|ψ1 i = (U0,1 ⊗ IB )|ψ0 i. In other words, if the commitment is concealing then
Alice can open the bit of her choice by applying a suitable unitary transform
only to her part. A similar argument allows to conclude that 1-2-ot is impossible [Lo97]: Suppose Alice is sending the pair of bits (b0 , b1 ) to Bob through
1-2-ot. Since Alice does not learn Bob’s selection bit, it follows that Bob can
get bit b0 before undoing the reception of b0 and transforming it into the reception of b1 using a local unitary transform similar to U0,1 for bit commitment.
For both these primitives, privacy implies that local actions can transform the
honest execution with one input into the honest execution with another input.

1.3
1.3.1

Contributions
Modeling Quantum Protocols by Super-Embeddings

In this thesis, we investigate the cryptographic power of two-party quantum
protocols against players that purify their actions. This quantum honest-butcurious (QHBC) behavior is the natural quantum version of the classical HBC
behavior. We consider the general setting where Alice obtains random variable X and Bob random variable Y according to joint probability distribution
PX,Y . Any quantum protocol implementing PX,Y correctly will produce, when
both parties purify their actions, a joint pure state |ψi ∈ HA ⊗ HB that, when
subsystems of A and B are measured in the computational basis, leads to outcomes X and Y with distribution PX,Y . Such a state |ψi is called a quantum
super-embedding3 of the cryptographic primitive PX,Y . Conversely, any super3

An embedding is called super -embedding, if the measurement of only a strict subset of
registers A, B yields outcomes X, Y . The registers A and B of a regular quantum embedding
of PX,Y only contain the values for X and Y .
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embedding |ψi ∈ HA ⊗ HB can be produced in the QHBC model by the trivial
protocol asking Alice to generate |ψi before sending the quantum state in HB
to Bob. It follows that in order to understand the power of two-party quantum
cryptography in the QHBC model, it suffices to investigate the cryptographic
power of super-embeddings. In a super-embedding of PX,Y , both extra registers
A0 and B 0 in HA and HB that are not measured in order to obtain X and Y do
not give any extra information about Y and X respectively. Otherwise, the adversary could measure freely these extra registers leading to the implementation
of a primitive different from PX,Y . We say that a protocol for PX,Y is correct
if, once purified, it generates a super-embedding of PX,Y . Notice that if X and
Y were provided privately to Alice and Bob—through a trusted third party for
instance—then the expected amount of information one party gets about the
other party’s output is the minimal amount, quantified by the Shannon mutual
information I(X; Y ) between X and Y .
We call a two-party primitive PX,Y (cryptographically) non-trivial if it cannot be generated in the HBC model. Answering the above two questions about
the power of two-party cryptography requires to determine how well non-trivial
primitives can be implemented by quantum super-embeddings.

1.3.2

Information Leakage of Super-Embeddings

Let A and B denote the quantum registers held by Alice and Bob respectively
when they share a quantum embedding |ψi ∈ HA ⊗ HB for PX,Y , which is a
super-embedding with no additional registers held by the players. The information provided by B (resp. A) on random variable X (resp. Y ), denoted
by S(X; B) (resp. S(Y ; A)), is the expected amount of classical information
required in addition to quantum state B (resp. A) in order to identify X (resp.
Y ) [DW03]. We simply define the leakage of super-embedding |ψi for PX,Y as
∆ψ := max { S(X; B) − I(X; Y ) , S(Y ; A) − I(Y ; X) } .
That is, the leakage is the maximum amount of extra information about the
other party’s output given the quantum state held by one party. It turns out
that S(X; B) = S(Y ; A) holds for all super-embeddings, exhibiting a symmetry
similar to its classical counterpart I(X; Y ) = I(Y ; X) and therefore, the two
quantities we are taking the maximum of in the definition of leakage above coincide. We then show that the leakage of any super-embedding for PX,Y is lower
bounded by the leakage of some regular embedding of the same primitive. It
follows that in order to lower bound the leakage of any correct implementation
of a given primitive, it suffices to minimize the leakage over all its regular embeddings. We demonstrate that the only non-leaking embeddings are the ones
for trivial primitives. Therefore, all embeddings for any non-trivial primitive
PX,Y necessarily leak and so do all quantum protocols correctly implementing
PX,Y .
Determining the leakage of embedding |ψi is in general not an easy task since
it requires to find the eigenvalues of the reduced density matrix ρA = trB |ψihψ|
(or equivalently ρB = trA |ψihψ|). However, when PX,Y is such that the bitlength of either X or Y is short, the leakage of a given embedding of PX,Y can

6

Chapter 1. Introduction

be computed by diagonalizing the reduced density matrix in the Hilbert space
of the lower dimension (i.e. we diagonalize ρA if X is short or ρB if Y is short),
using the fact that S(X; A) = S(Y ; B). In order to find the minimum leakage
of any correct quantum protocol for a given primitive, one has to minimize the
leakage over all possible embeddings of that primitive. In general, this is a difficult problem. However, for simple primitives like 1-2-ot the minimum leakage
can be explicitly computed to be 21 bit. The same leakage is found for NL-box,
since NL-box and 1-2-ot are locally equivalent [WW05b]. It follows that the
bare correctness of a protocol for these two primitives implies that in average
an extra 12 bit is leaked towards each player. This bound is tight since there are
embeddings leaking only 12 bit. This is a stronger impossibility result than the
ones described by [Lo97] since they assume perfect/statistical privacy against
one party while our approach only assumes correctness. Both approaches apply
even against QHBC adversaries. Similarly to 1-2-ot and sand((denoting an
additive secret-sharing generation of the bit-product xy without non-signaling
property), we find the minimum leakage for Rabin OT (rotr ) where r stands
for the length of the string sent. When r = 1 (i.e. the standard Rabin bit-OT)
the minimum leakage is about 0.311 bit, and for r > 1, the leakage approaches
1 exponentially in r. It follows that any correct implementation of rotr trivializes as r increases because the sender gets asymptotically all information about
whether or not the bit sent has been received by Bob.
Furthermore, we show that a lower bound on the leakage of rotr also applies
to string 1-2-ot (denoted by 1-2-otr where r is the length of the strings), due
to the fact that it “contains” rotr . Finally, we lower-bound the leakage of the
noisy version of 1-2-ot for noise rate p < 0.15.

1.3.3

Two-Party Cryptography from Limited Resources

A super-embedding of a primitive represents a protocol where Alice and Bob
have the full control over the environment. Knowing that any super-embedding
of a non-trivial primitive leaks information, it is tempting to ask what can be
implemented without leakage at the presence of a trusted third party, in the
case where its correlation with the players is limited. We model such protocols
by pure states shared between the players and the environment, where Alice
and Bob only have access to their parts and the uncertainty about the state
of the environment from each player’s perspective is upper-bounded. We show
that in such a model, any (not necessarily correct) non-leaking implementation of any primitive is private. Notice that this statement does not follow
immediately from the definition of a non-leaking implementation, since such
an implementation might allow a player to get arbitrary information of her/his
choice unless it lowers the uncertainty about the other party’s output below
H(Y |X) on Alice’s side and H(X|Y ) on Bob’s side. Consequently, we show
that a “hard” primitive cannot be implemented without leakage with just one
call to the ideal functionality for an “easier” one.

1.3. Contributions

1.3.4

7

Composability of Quantum Protocols

Finally, we look at another aspect of two-party quantum protocols: their ability
to compose against quantum honest-but-curious adversaries (QHBC). In order
to guarantee composability, the functionality of a quantum protocol should be
modeled by some classical ideal functionality. An ideal functionality is a classical description of what the protocol achieves independently of the environment
in which it is executed. If a protocol does not admit such a description then it
can clearly not be used in any environment while keeping its functionality, and
such a protocol would not compose securely in all applications. In particular,
in this thesis we investigate composability of non-trivial quantum protocols. A
super-embedding of PX,Y is called trivial if both parties can access at least the
same amount of information about the functionality as it is possible in some
classical protocol for PX,Y in the HBC model. Otherwise, it is said to be nontrivial. A quantum protocol is non-trivial if its bipartite purification results in
a non-trivial super-embedding. We show that no non-trivial quantum protocol
composes freely even if the adversary is restricted to be honest-but-curious. No
ideal functionality, even with an uncountable set of rules, can fully characterize
the behavior of a quantum protocol in all environments. This is clearly another
severe limit to the cryptographic power of two-party quantum protocols.
It is not too difficult to show that any trivial embedding can be implemented
by a quantum protocol that composes against QHBC adversaries. In the other
direction, let |ψ(π)i ∈ HA ⊗ HB be a non-trivial super-embedding of PX,Y corresponding to the bipartite purification of quantum protocol π. We know that
|ψ(π)i necessarily leaks information towards a QHBC adversary. Any ideal
functionality IDπ for protocol π trying to account for honest-but-curious behaviors should allow to simulate all measurements applied either in HA or HB
through an appropriate call to IDπ . One way to do this is to define IDπ by a
function [0..1] × [0..1] 7→ [0..1] × [0..1] where IDπ (0, 0) corresponds to the honest
behavior on both sides: IDπ (0, 0) = (x, y) with probability PX,Y (x, y) where
(x, y) is encoded as a pair of real numbers. Other inputs to the ideal functionality allow for the simulation of different strategies mounted by the QHBC
adversary. In its most general form, an ideal functionality could have an uncountable set of possible inputs in order to allow the simulation of all QHBC
adversaries. We show that even allowing for these general ideal functionalities,
composed non-trivial protocols cannot be modeled by one single ideal functionality. It means that for a protocol Π calling N times any non-trivial sub-protocol
π , there is a QHBC strategy that cannot be modeled by arbitrarily many calls
of IDπ , each of them acting locally on a single copy of π.
In order to achieve this, we provide a generic example of such a protocol.
Protocol Π produces, as output, a real-value p that we call payoff. The payoff
p represents how well the adversary can compare, without error, two factors of
product states extracted from the N executions of protocol π. From a result
of [KKB05], the product states are constructed in such a way that no individual
measurement can do as well as the best coherent measurement. It follows that
the payoff corresponding to any adversary restricted to deal with π through
any ideal functionality would necessarily be lower than the one an adversary
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applying coherent strategies on both parts of the product state could get. This
implies that no ideal functionality for π would ever account for all QHBC strategies in Π. Moreover, the advantage of coherent strategies over individual ones
can be made constant. The result follows.

1.4

Outline of the Thesis

In Chapter 2, we introduce mathematical concepts and cryptographic and
information-theoretic notions and results used throughout the thesis. We define, motivate, and analyze the generality of modeling two-party quantum protocols by (super-)embeddings in Chapter 3. In Chapter 4, we define leakage
of (super-)embeddings and show that only trivial primitives admit non-leaking
(super-)embeddings. We also show that conversely, any non-trivial primitive
has an embedding that does not trivialize it. These properties establish the relevance of the model. In Chapter 5, we explicitly find the minimum leakage of
1-2-ot, sand, rotr , and 1-2-otr . In Chapter 6 we analyze the scenario where
the two players are allowed to use a trusted third party, modeled by the state
of the environment. In Chapter 7 we show that non-trivial two-party quantum
protocols do not compose even against honest-but-curious adversaries. Finally,
in Chapter 8 we discuss the possible directions for future research and open
questions.

1.5

Related Work

Our approach allows for quantifying the minimum amount of leakage whereas
standard impossibility proofs as the ones of [LC97, May97, Lo97, AKSW07] do
not in general provide such quantification since the latter results assume privacy
on one side in order to show that the protocol must be totally insecure on the
other. By contrast, we derive lower bounds for the leakage of any correct
implementation. At the first glance, our approach seems contradictory with
standard impossibility proofs since embeddings leak the same amount towards
both parties. To resolve this apparent paradox it suffices to observe that in the
previous approach only the adversary purified its actions whereas in our case
both parties do. If a honest player does not purify his actions then some leakage
may be lost by the act of irreversibly and unnecessarily measuring some of his
quantum registers.
In particular, our model also captures the scenario considered in [Col07],
where Alice and Bob also compute the desired functionality by measuring their
respective parts of a pure bipartite state in a fixed basis. [Col07] shows that
in any correct implementation of certain primitives of the forms (XZ, Y Z) or
(XZ, Y ), where Z : = f (X, Y ), a honest-but-curious player can access more
information about the other party’s output than it is available through the
ideal functionality. Unlike [Col07], in our work we deal with the fully general
class of bipartite probability distributions and show that only the trivial ones
can be implemented securely in the QHBC model. Furthermore, we introduce a
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quantitative measure of protocol-insecurity that lets us answer which embedding
allows the least effective cheating in the model of [Col07].
Another view of privacy of quantum protocols is presented in [Kla04]. Therein,
privacy is expressed in terms of a quantity, called privacy loss, with the classical
analogue first introduced in [ByCKO93]. It is defined to be the supremum of
the amount of extra information that a quantum protocol provides to a cheating party given his/her honest output. Using the terminology introduced in
our work, allowing a protocol to have non-zero privacy loss means to relax the
requirement of correctness in super-embeddings. [Kla04] shows that there is a
quantum protocol for the disjointness problem with quantum privacy loss exponentially lower than in any classical protocol. Furthermore, the paper points
out surprising trade-offs between privacy loss and communication complexity,
by showing that for the identified minimum problem, a tiny increase in the
privacy loss reduces the communication cost exponentially. Both of these, undoubtedly very interesting results suggest to study quantum privacy loss deeper
and for more general primitives, as well as how it relates to leakage defined in
our work, which is the minimum amount of extra information about Alice’s
state divulged to Bob without requiring him to receive his honest output.

Chapter 2
Preliminaries
2.1

Notation and Basic Tools

In this chapter we introduce the notation and give a brief overview of the
mathematical tools used throughout the thesis.
Most logarithms are to the base 2, which we denote by log(·). When needed,
the natural logarithm is denoted by ln(·). Shannon binary entropy H(p, 1−p) :=
−p log p − (1 − p) log(1 − p) is denoted by h(p). By A† we denote the complex
adjoint of an operator A. By Cn×n we denote the set of n× n complex matrices.
The operator norm kT k∞ of an operator T ∈ Cn×n isP
its largest singular value.
Trace norm of an operator T is defined by kT k1 := i σi , where σi denotes a
singular value of T .
The following well-known inequality is important in analyzing convex and
concave functions:
Lemma 2.1 (Jensen’s inequality) Let f : R → RP
be a convex function and
let x1 , . . . , xn ∈ R. Let 0 ≤ α1 , . . . , αn ≤ 1 such that ni=1 αi = 1. Then
!
Ã n
n
X
X
pi f (xi ).
f
pi xi ≤
i=1

i=1

For concave functions the inequality is in the opposite direction.

2.2

Probability Theory

For a discrete probability space (Ω, P ) we denote by P [²] the probability of an
event ² ⊆ Ω, and by PX the probability distribution of a random variable X :
Ω → X for a finite set X . We commonly define (Ω, P ) implicitly by specifying
the probabilities of the events from Ω for a given random variable. For two
random variables with the joint probability distribution PX,Y , the conditional
P
(x,y)
probability distribution is defined by PX|Y =y (x) := X,Y
for all x ∈ X and
PY (y)
y ∈ Y such that PY (y) > 0. We denote the expected value of a random variable
X by E(X).
The following inequality relates the probability of a random variable X
taking a value larger than a constant to its expected value.
11
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Lemma 2.2 (Markov’s inequality) For a random variable X defined on R+
0,
Pr[X ≥ a] ≤

E(X)
.
a

Proof. Assume that Pr[X ≥ a] > ap . Then, E(X) >
setting p ≥ E(X), we get a contradiction.

2.3

p
a

· a + (1 − ap ) · 0 = p. By
2

Secure Two-Party Computation

All security questions we ask are with respect to (quantum) honest-but-curious
adversaries. In the classical honest-but-curious adversarial model (HBC), the
parties follow the instructions of a protocol but store all information available
to them. Quantum honest-but-curious adversaries (QHBC), on the other hand,
are allowed to behave in an arbitrary way that cannot be distinguished from
their honest behavior by the other player. More on this type of adversaries can
be found in Section 2.5.3. In this section we introduce several universal cryptographic two-party primitives. By universality we mean that any two-party
secure function evaluation can be reduced to them. We present the completely
randomized versions where players do not have inputs but receive randomized
outputs instead. Throughout this thesis, the term primitive usually refers to
the joint probability distribution defining its randomized version. The randomized and standard versions are easily seen to be equivalent for standard
cryptographic primitives, in the sense that each of them can be transformed to
the other one by local operations and noiseless communication. The randomized
version of a given functionality can be implemented from the non-randomized
one trivially, by letting the players pick their inputs at random. In the transformation from the randomized to the non-randomized version of a given primitive,
the outputs in the randomized version are used for one-time pad encryption of
inputs in the protocol for the non-randomized case. As an example, we take a
functionality called one-out-of-two oblivious transfer (1-2-ot) [Wie83, EGL82],
where sender Alice sends two bits to receiver Bob who chooses which of them
he receives. The specification of the functionality requires that Alice does not
learn which bit did Bob choose and at the same time, Bob does not get any information about the other one of Alice’s bits. The randomized version of 1-2-ot
ot
is the following primitive: For x0 , x1 , c, y ∈ {0, 1}, PX,Y
((x0 , x1 ), (c, y)) = 1/8
if and only if y = xc . Assume that Alice and Bob share a blackbox for the randomized version of 1-2-ot. The following protocol [WW05b] for the standard
version of 1-2-ot (with inputs) is then secure:
1. Bob picks the selection bit C and sends C ⊕ c to Alice.
2. Alice picks her input bits X0 and X1 , and sends (z0 , z1 ) = (XC⊕c ⊕
x0 , XC⊕c⊕1 ⊕ x1 ) to Bob.
3. Bob computes XC = zc ⊕ xc .
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Such a protocol is secure against Alice, since the message sent by Bob is
a one-time pad of his selection bit B. This is due to the fact that in the
randomized version of 1-2-ot, Alice does not get to know b. The protocol is
also secure against Bob because in the message sent by Alice, XB⊕1 is one-time
padded with x1⊕b which Bob does not learn in the secure implementation of
randomized 1-2-ot.
It follows that the existence of secure protocols in the (quantum) honestbut-curious model for either version is equivalent to the existence of secure
protocols for the other one.
Besides 1-2-ot, in this thesis we study the randomized versions of the following cryptographic primitives:
String Rabin OT (rotr ) [Rab81]: Alice sends a random string of r bits to
Bob who receives it with probability 1/2, otherwise he receives a random
string. Bob knows which of the two events happened but Alice does not
learn any information about whether Bob has received the string she sent.
One-out-of-two String OT (1-2-otr ) [Wie83, EGL82] Alice sends two random r-bit strings to Bob who decides which of them he receives. Bob does
not learn any information about the other one of Alice’s strings and Alice
does not learn which of the strings has been received by Bob.
Additive sharing of AND (sand) [PR94] Alice and Bob choose their respective input bits x and y, and receive the output bits a resp. b such
that a ⊕ b = x ∧ y and Pr[a = 0] = 1/2. They do not get any other
information.
Noisy one-out-of-two OT (1-2-otp ) Alice sends two bits to Bob who decides which of them he wants to receive. The selection bit is transmitted
to him over a noisy channel with noise rate p. Bob does not learn any
information about the other one of Alice’s bits and Alice does not learn
any information about Bob’s selection bit.
The description of the randomized alternatives of the primitives defined
above follows:
String Rabin OT (rotr ): For x ∈ {0, 1}r and y ∈ {0, 1}r ∪ {⊥}:
½ −r−1
2
if x = y or y = ⊥,
rotr
PX,Y (x, y) =
0
otherwise,
is the joint probability distribution associated to an execution of Rabin
OT of a random binary string of length r.
One-out-of-two OT (1-2-ot): For x0 , x1 , y, c ∈ {0, 1}:
½ 1
ot
8 if y = xc ,
PX,Y ((x0 , x1 ), (c, y)) =
0 otherwise,
is the joint probability distribution for the execution of one-out-of-two
OT upon random input bits.
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One-out-of-two String OT (1-2-otr ): For x0 , x1 , y ∈ {0, 1}r and c ∈ {0, 1},
let
½ −2r−1
2
if y = xc ,
otr
PX,Y ((x0 , x1 ), (c, y)) =
0
otherwise,
is the joint probability distribution associated to an execution of one-outof-two r-bit string OT upon random inputs.
Additive Sharing of AND (sand) For x, y, a, b ∈ {0, 1}:
½ 1
nl
8 if xy = a ⊕ b,
PX,Y ((x, a), (y, b)) =
0 otherwise,
is the joint probability distribution associated to the generation of an
additive sharing for the and of two random bits.
Noisy one-out-of-two OT (1-2-otp ): For x0 , x1 , y, c ∈ {0, 1} and p ∈ (0, 1/2):
½ 1−p
if y = xc ,
otp
8
PX,Y ((x0 , x1 ), (c, y)) =
p
otherwise,
8
is the joint probability distribution associated to an execution of one-outof-two OT where the selected bit is received through a binary symmetric
channel with error rate p.
ot
Primitive PX,Y
is universal i.e., sufficient for any secure function evaluation,
according to Kilian [Kil88]. Universality of rotr is implied by [Cré87], showing
ot
that rot is equivalent to PX,Y
. Universality of sand follows from [WW05b]
where its equivalence with 1-2-ot has been shown. Finally, universality of
1-2-otp for p < 0.22 has been proven by [DKS99].

2.4

Classical Information Theory

In this section we introduce several information theoretical quantities. One of
the very basic concepts of information theory is the entropy of a random variable, i.e. the measure of uncertainty associated to the given random variable.
The most well-known of such measures is Shannon entropy.
Definition 2.1 (Shannon entropy [Sha48]) The Shannon entropy of a discrete random variable X taking the values in {x1 , . . . , xn } is
H(X) = −

n
X

PX (xi ) log PX (xi ).

i=1

Sometimes the notation H(p1 , . . . , pn ) = H(X) for pi := PX (xi ) is used. As
a function of n arguments, H is continuous, symmetric, and strictly concave,
with the maximum log n = H(1/n, . . . , 1/n).
Conditional entropy H(X|Y ) and mutual information I(X; Y ) are two standard information theoretical quantities, expressing how much entropy is left
about X given Y , and how much information about X is available given Y ,
respectively. The definition implies that I(X; Y ) is symmetric, i.e. I(X; Y ) =
I(Y ; X).
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Definition 2.2 Conditional entropy of a random variable X given a random
variable Y is H(X|Y ) := H(X, Y )−H(Y ). Mutual information between random
variables X and Y is I(X; Y ) := H(X) + H(Y ) − H(X, Y ) = H(X) − H(X|Y ).
Definition 2.3 Conditional mutual information between two random variables
X and Y given Z is defined as
I(X; Y |Z) := H(XZ) + H(Y Z) − H(XY Z) − H(Z).
The following definition describes correlations in the sequence of random
variables often related to natural random processes.
Definition 2.4 A Markov chain is a sequence of random variables X0 , . . . , Xn
with countable probability spaces, satisfying for n ≥ 0
Pr[Xn+1 = xn+1 |Xn = xn , . . . , X0 = x0 ] = Pr[Xn+1 = xn+1 |Xn = xn ].
For three random variables X, Y , Z forming a Markov chain (i.e. satisfying
Pr[X = x|Y = y, Z = z] = Pr[X = x|Y = y]), we use the notation X ↔ Y ↔
Z. In terms of information theory, the Markov property of a triple of random
variables can be expressed as follows:
X ↔ Y ↔ Z ⇔ H(X|Y Z) = H(X|Y ).
Equivalently, we can write
I(X; Z|Y ) = H(XY )−H(Y )−(H(XZY )−H(Y Z)) = H(X|Y )−H(X|Y Z) = 0.
The following definition introduces a random variable describing the correlation between two random variables X and Y .
Definition 2.5 ( Dependent part [WW04]) For two random variables X, Y ,
let fX (x) := PY |X=x . Then the dependent part of X with respect to Y is defined
as X & Y := fX (X).
The dependent part X & Y is the minimum random variable computed
from X such that X ↔ X & Y ↔ Y is a Markov chain [WW04]. It means
that for any random variable K = f (X) such that X ↔ K ↔ Y is a Markov
chain, there exists a function g such that g(K) = X & Y . Immediately from
the definition we get several other properties of X & Y [WW04]: H(Y |X &
Y ) = H(Y |X), I(X; Y ) = I(X & Y ; Y ), and X & Y = X & (Y & X). The
second and the third formula yield that I(X; Y ) = I(X & Y ; Y & X).
The notion of dependent part has been further investigated in [FWW04,
IMNW04,WW05a]. Wullschleger and Wolf have shown that quantities H(X &
Y |Y ) and H(Y & X|X) are monotones for two-party protocols [WW05a]. That
is, none of these values can increase during classical two-party protocols. In
particular, if Alice and Bob start without sharing any non-trivial cryptographic
resource then classical two-party protocols can only produce (X, Y ) such that:
H(X & Y |Y ) = H(Y & X|X) = 0, since H(X & Y |Y ) > 0 if and only if
H(Y & X|X) > 0 [WW05a]. Conversely, any primitive satisfying H(X &
Y |Y ) = H(Y & X|X) = 0 can be implemented securely in the HBC model.
One such implementation is the following:

16

Chapter 2. Preliminaries
0

1. Bob samples a value from the distribution PX&Y and obtains PYx which
is a distribution over Y conditioned on Alice’s output. He sends the index
0
0
x0 of PYx to Alice and samples his output y from PYx .
2. Alice picks her output x according to PX|fX (x)=P x0 .
Y

We call primitives satisfying H(X & Y |Y ) = 0 trivial.

2.5

Quantum Information Theory

In this section we introduce the basic notions in quantum information theory
that we use in this thesis. For further reading on the topic, we refer to [NC00].
The state of a quantum-mechanical system in a Hilbert space H is described by
a density operator ρ which is positive-semidefinite (ρ = ρ† , all eigenvalues are
non-negative) such that tr(ρ) = 1. A state ρ of a system in H is called pure if
it can be written in the form ρ = |ψihψ| for a unit vector |ψi ∈ H. If a bipartite
system is considered, we denote the subspaces of the associated Hilbert space
held by Alice and Bob by HA and HB , respectively. Their respective registers
are then denoted by A and B. Throughout this thesis, a state of HA is denoted
by |ψiA or ρA if needed. To simplify the notation, for pure states |ψ0 i and |ψ1 i
we sometimes use |ψ0 , ψ1 i or |ψ0 i|ψ1 i instead of |ψ0 i ⊗ |ψ1 i.
A positive operator-valued measurement (POVM) on
PH is a family M =
{Mx }x∈X of positive-semidefinite operators such that x∈X Mx = IH . The
probability distribution of the outcomes of a POVM M applied to state ρ is
PX (x) = tr(Mx ρ). In general, the evolution of a quantum system (involving e.g.
unitary transforms, measurements, or noise application) in a state ρ ∈ Cn×n can
be described by a quantum operation E : Cn×n → Cm×m which is a completely
positive operator. Complete positivity means that for each k ∈ N, the operator
Ik ⊗ E : Ck×k ⊗ Cn×n → Ck×k ⊗ Cm×m is positive. A quantum operation E can
always be expressed in the Kraus operator sum representation which is
E(ρ) =

n
X

Ak ρA†k

k=1

P
for (Kraus) operators Ak satisfying nk=1 A†k Ak = I.
A quantum operation on a bipartite system is called separable if the Kraus
operators are all tensor products of two factors. The class of separable operations extends the LOCC -class (LOCC stands for local operations and classical
communication). In a bipartite system, LOCC-operations are exactly those that
can be performed by two players, each of them holding one part of the system,
that are allowed to communicate only classically. The implementation of such
an operation proceeds as follows: In each half-round, one player applies some
operation on his/her part of the system and communicates the result classically
to the other party. It has been shown by [BDF+ 99] that quantum operations
in the LOCC-class form a strict subset of the set of separable operations.
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Quantum State Distingushability

In quantum protocols, the amount of accessible information depends on the
ability of a player to identify a quantum state from a given set. For quantifying
the distinguishability of quantum states, the following two measures are commonly used (for a broader survey on the topic see [FvdG99]). The Kolmogorov
distance (also trace norm distance) K(ρ0 , ρ1 ) between two states ρ0 and ρ1 is
defined by
K(ρ0 , ρ1 ) := max K(p0 (E), p1 (E)),
(2.1)
E∈M

0,E
where M denote the set of all POVMs, p0 (E) = (p0,E
1 , . . . , pm ) and p1 (E) =
1,E
(p1,E
1 , . . . , pm ) are the probabibility distributions of the outcomes of the measuremet E applied to ρ0 and ρ1 , respectively, and K(p0 (E), p1 (E)) denotes the
Kolmogorov distance of two probability distributions defined by
m

K(p0 (E), p1 (E)) :=

1 X 0,E
|pi − p1,E
i |.
2
i=1

According to [FvdG99], K(ρ0 , ρ1 ) can equivalently be expressed as:
1
K(ρ0 , ρ1 ) = kρ0 − ρk1 .
2

(2.2)

The statement can be proven by an explicit construction of the measurement E
yielding the largest distance between the distributions p0 (E) and p1 (E), which
is actually a projective measurement with probability 1 of a conclusive outcome
(Helstrom [Hel76]).
The Kolmogorov distance between two states is closely related to the highest
achievable probability of the right identification of a state sampled uniformly
at random from the given pair of states. For such a probability, denoted by
qcorr (ρ0 , ρ1 ), we get
1 kρ0 − ρ1 k1
.
qcorr (ρ0 , ρ1 ) = +
2
4
The claim easily follows from the equivalence between (2.1) and (2.2).
The fidelity (also Bhattacharyya coefficient) B(ρ0 , ρ1 ) between two states
ρ0 and ρ1 is defined by
B(ρ0 , ρ1 ) := min B(p0 (E), p1 (E)),
E∈M

where M denotes the set of POVMs and
m q
X
1,E
B(p0 (E), p1 (E)) :=
p0,E
i pi .
i=1

Equivalently, B(ρ0 , ρ1 ) can be expressed as [FvdG99]:
B(ρ0 , ρ1 ) = tr

q
√
√
ρ0 ρ1 ρ0 ,
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√
where σ = ρ denote any positive-semidefinite matrix such that σ 2 = ρ. In the
special case, for pure states |ψ0 i and |ψ1 i we get
B(|ψ0 ihψ0 |, |ψ1 ihψ1 |) = |hψ0 |ψ1i|.
Kolmogorov distance and Bhattacharyya coefficient are related via the following inequalities [FvdG99]:
p
1 − B(ρ0 , ρ1 ) ≤ K(ρ0 , ρ1 ) ≤ 1 − B 2 (ρ0 , ρ1 ),
with the equality between the middle and the right term satisfied for any pair
of pure states.
In the case of pure states, B(|ψ0 ihψ0 |, |ψ1 ihψ1 |) determines the highest achievable probability of unambiguous identification of a state sampled uniformly at
random from a given pair of states (which means that no error is allowed but
an inconclusive outcome is allowed). Such a probability qc (ρ0 , ρ1 ) can be shown
to satisfy [Iva87, Die88, Per88]:
qc (|ψ0 ihψ0 |, |ψ1 ihψ1 |) = 1 − |hψ0 |ψ1i|.
Above, we have seen two examples of the natural limits of state-distinguishability.
Note that in the first case, we have specified what is the minimal probability of
identification error given that the required probability of a conclusive outcome
is 1. In the second example, we give an upper bound on the probability of a conclusive outcome given that the maximal probability of identification error is 0.
Sometimes we are interested in the lowest probability of the state-identification
error in the case where the probability of a measurement’s conclusive outcome is
fixed to any value, or on the other hand, we want to know the highest probability of a conclusive outcome given an arbitrary upper bound on the probability
of error. The solution for these problems is given by the following lemma.
Lemma 2.3 ( [CB98]) Let the probability of a conclusive outcome and the
error-probability of some POVM applied to a state, sampled uniformly at random from a pair of pure states (|ψ0 i, |ψ1 i), be denoted by qc and qerr , respectively.
Then
´
p
1³
qc − qc2 − (qc − 1 + |hψ0 |ψ1i|)2 .
qerr ≥
2

2.5.2

Von Neumann Entropy and Holevo Bound

Analogously to quantifying the uncertainty about a random variable by Shannon entropy, we can express the uncertainty present in a state of a quantum
system in terms of Von Neumann entropy. Formally, the Von Neumann entropy
of a state ρ is defined by
X
S(ρ) := − tr(ρ log ρ) = −
λ log λ.
λ∈σ(ρ)

Von Neumann entropy is non-negative, takes the value 0 only for pure states,
and is invariant under unitary transforms. It is strictly concave which means
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that for {γi }ki=1 all positive and states {ρi }ki=1 we have
S

Ã k
X

!
γi ρi

i=1

≥

k
X

γi S(ρi )

i=1

with the equality holding if and only if ρ1 = ρ2 = · · · = ρk .
For a state ρA of HA we sometimes denote S(ρA ) by S(A). For a bipartite
system in a joint pure state |ψiAB ∈ HA ⊗ HB we get that S(A) = S(B),
where by the states of the systems HA and HB we always mean reduced density
operators trB |ψihψ| and trA |ψihψ|, respectively. The claim follows from the fact
that a P
pure √
bipartite state |ψi ∈ Hn ⊗ Hn can
Schmidt form:
P be written in the P
|ψi = ni=1 λi |ei i|fi i, yielding that ρA = ni=1 λi |ei ihei |, ρB = ni=1 λi |fi ihfi |,
and therefore, S(A) = S(B) = H(λ1 , . . . , λn ).
The mutual information S(A; B) between quantum systems A and B and
the conditional Von Neumann entropy are defined similarly to their classical
counterparts:
• S(A|B) := S(A, B) − S(B), and
• S(A; B) := S(A) + S(B) − S(A, B) = S(A) − S(A|B) = S(B) − S(B|A) =
S(B; A).
In general, S(A; B) and S(A|B) are measures of information which are not
easy to interpret. For instance, the conditional Von Neumann entropy S(A|B)
is negative when the system HA ⊗ HB is in a pure state but HA alone is not.
In this case, S(A; B) > S(A). This is clearly impossible for their classical
counterparts H(X|Y ) and I(X; Y ). Only relatively recently, an intuitive operational interpretation of conditional Von Neumann entropy has been given in
the context of state merging [HOW07]. However, these quantum measures of
information allow for a simple interpretation when the joint system AB has one
of its subsystem classical while the other is quantum. Such states are called
cq-states for classical→quantum states. Such a state with the classical register
storing the values of random variable X is of the following form:
ρXB =

X

PX (x)|xihx| ⊗ |φx ihφx | .

x∈X

Cq-states are the ones describing a setting where quantum information is available about a classical random variable. For cq-state ρXB , the conditional Von
Neumann entropy S(X|B) is always non-negative and expresses the expected
amount of classical information required to recover X from quantum state B
provided many independent copies [Win99, DW03].
Let R = {(PX (x), ρx }x∈X be a source that produces
ρx with probability
P
PX (x). The quantum state produced by R is ρR = x∈X PX (x)ρx . The Holevo
bound upper-bounds the amount of classical information about X that can be
obtained by measuring ρR :
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Theorem 2.1 (Holevo bound) Let Y be the random variable describing the
outcome of some measurement applied to ρR for R = {(PX (x), ρx }x∈X . Then,
X
I(X; Y ) ≤ S(ρR ) −
PX (x)S(ρx ),
x

where the equality can be achieved if and only if {ρx }x∈X are simultaneously
diagonalizable.
The following statement shows
P that if the mutual information between the
two registers of a cq-state ρ = x px |xihx| ⊗ ρx is low, then the states ρx must
be highly concentrated around the average state of the quantum register.
Theorem 2.2 (Average Encoding Theorem [KNTsZ01])
Let B denote a
P
quantum system
storing
the
quantum
part
of
a
cq-state
σ
=
x∈X PX (x)|xihx|⊗
P
ρx . Let ρ := x PX (x)ρx . Then
X
p
PX (x)kρ − ρx k1 ≤ 2(ln 2)S(X; B).
x

2.5.3

Purification

The last notion we introduce in this section is the notion of purification of
quantum states.
Almost all impossibility results in quantum cryptography rely upon a quantum honest-but-curious behavior of the adversary that we denote by QHBC.
This behavior consists in purifying all actions of the honest players. Purifying
means that instead of invoking classical randomness from a random tape, for
instance, the adversary relies upon quantum registers holding all random bits
needed. The operations to be executed from the random outcome are then performed quantumly without fixing the random outcomes. For example, suppose
a protocol instructs a party to pick with probability p state |φ0 iC and with
probability 1 − p state |φ1 iC before sending it to the other party through the
quantum channel C. The purified version of this instruction looks as follows:
√
√
Prepare a quantum register in state p|0iR + 1 − p|1iR holding the random
process. Add a new register initially in state |0iC before applying the unitary
transform U : |riR |0iC 7→ |riR |φr iC for r ∈ {0, 1} and send register C through
the quantum channel and keep register R.
From the receiver’s point of view, the purified behavior is indistinguishable
from the one relying upon a classical source of randomness because in both
cases, the state of register C is ρ = p|φ0 ihφ0 | + (1 − p)|φ1 ihφ1 |. All operations
invoking classical randomness can be purified similarly [LC97, May97]. The
result is that measurements are postponed as much as possible and only extract
information required to run the protocol in the sense that only when both
players need to know a random outcome, the corresponding quantum register
holding the random coin will be measured. If both players purify their actions
then the joint state at any point during the execution will remain in pure state,
until the very last step of the protocol when the outcomes are measured.

Chapter 3
Quantum Embeddings and Two-Party
Protocols
3.1

Two-Party Protocols and their Super-Embeddings

We interpret a joint probability distribution PX,Y as cryptographic primitive
providing X to honest player Alice and Y to honest player Bob. We consider
cryptographic primitives with no inputs, which simplifies our treatment while
remaining general since any quantum protocol with classical inputs can be run
with all its inputs in superposition. It is easy to verify that the leakage (defined in Section 4.2) of a primitive with inputs in superposition corresponds
to the leakage of the same primitive when its inputs are chosen according the
probability distribution induced by the superposition. Our lower bounds for
the leakage of cryptographic primitives with inputs (in Section 5) are derived
for the natural setting of random and uniform inputs.
Let us first look at what we mean by saying that a protocol π correctly implements PX,Y . The first natural requirement is that once the actions of π are
purified by both players, measurements of registers A and B in the computational basis1 provide joint outcome (X, Y ) = (x, y) with probability PX,Y (x, y).
Protocol π can use extra registers A0 and B 0 on Alice’s and Bob’s side respectively providing them with (quantum) working space. The purification of
all actions of π therefore generates a pure state |ψπ i ∈ HAB ⊗ HA0 B 0 . However,
protocol π implementing primitive PX,Y does not instruct the players to measure the extra registers A0 B 0 since the primitive implemented by π would be
PXY X 0 Y 0 rather than PX,Y where X 0 and Y 0 denote the outcomes when A0 and
B 0 are measured. As registers A0 and B 0 remain unmeasured in π, honest players could measure them to their liking. As the second requirement, we expect
from a correct π that whatever measurements are applied to A0 and B 0 , it still
produces outcome (x, y) according to PX,Y when measuring A and B. Formally,
a correct protocol π for PX,Y should satisfy S(X; Y B 0 ) = S(Y ; XA0 ) = I(X; Y ).
This leads to our definition of correctness.
1

It is clear that every quantum protocol for which the final measurement providing (x, y)
with distribution PX,Y to the players is not in the computational basis can be transformed
into a protocol of the described form by two additional local unitary transformations.
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Definition 3.1 A protocol π for PX,Y is correct if it satisfies S(X; Y B 0 ) =
S(XA0 ; Y ) = I(X; Y ) where A0 and B 0 denote the extra working registers of
Alice and Bob, respectively and S(X; Y B 0 ) is the von Neumann mutual information of Bob’s quantum registers provided he measures HB in order to get
Y.
In other words, measuring the working-space register of one party involved in
a correct protocol π for PX,Y should not change the primitive implemented by
π. An equivalent way of defining correct protocols is provided by the following
lemma, where for quantum register A and classical random variables X and Y ,
A ↔ X ↔ Y being a Markov chain means that S(Y ; A|X) = 0, i.e. given X,
the quantum register A does not give any information about Y .
Lemma 3.1 A protocol π for PX,Y is correct if and only if A0 ↔ X ↔ Y and
X ↔ Y ↔ B 0 are Markov chains.
Proof. X ↔ Y ↔ B 0 is a Markov chain if and only if S(X; B 0 |Y ) = 0. Equivalently,
0 = S(X; B 0 |Y ) = H(XY ) + S(Y B 0 ) − H(Y ) − S(XY B 0 )
= (H(X) + S(Y B 0 ) − S(XY B 0 )) − I(X; Y ) = S(X; Y B 0 ) − I(X; Y ).
For the same reason, A0 ↔ X ↔ Y being a Markov chain is equivalent to
S(XA0 ; Y ) = I(X; Y ).
2
It follows that a protocol π is correct if whenever one party learns her
output, the extra register owned by this party does not provide any additional
information about the other party’s output.
In a correct protocol π for PX,Y , honest players can always purify all their
actions up to the final measurements providing X and Y . The resulting pure
state (including extra working registers) is called a super-embedding of PX,Y :
Definition 3.2 The state |ψi ∈ HAB ⊗ HA0 B 0 is a super-embedding of PX,Y if
it can be produced by the purification of some correct protocol for PX,Y .
We give an example of such transformation for a protocol implementing
noisy 1-2-ot, with noise rate p = sin2 (π/8).

3.1.1

Correct Protocol for PX,Yp where p = sin2 (π/8)
ot

The following protocol has been suggested by [Amb05]:
1. Suppose Alice encodes her input bits (x0 , x1 ) in the following way: e(0, 0) :=
|0i, e(1, 1) : = |1i, e(0, 1) : = |−i, e(1, 0) : = |+i. She picks (x0 , x1 ) and
sends e(x0 , x1 ) to Bob.
2. If Bob wishes to receive the first bit of Alice, he measures his bit in
the basis B0 := (cos π8 |0i − sin π8 |1i, sin π8 |0i + cos π8 |1i). If Bob wants to
receive the second bit of Alice, he uses the other Breidbart basis B1 :=
(cos π8 |0i + sin π8 |1i, − sin π8 |0i + cos π8 |1i) to measure his bit.
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It is easy to verify that in the protocol above, Bob obtains the correct value
of the bit of his choise with probability cos2 (π/8) and also that such a protocol
is private – it hides the other bit of Alice and Bob’s choice bit perfectly. Even
though choosing a different measurement allows Bob to reduce noise to 0 with
certain probability, this protocol satisfies at least some condition – privacy,
intuitively required from a good implementation of a noisy OT. We show that
the protocol from above is correct according to Definition 3.1, by showing that
purifying the players’ action results into a super-embedding of the implemented
functionality:
Purification
1. Set-up: Alice and Bob establish a shared EPR pair |Φ+ i to replace communication with entanglement.
2. Alice encodes the parity of her bits into an additional register. Bob encodes his selection bit into an additional register. The resulting state
A B
shared between them is then |+iA0 |Φ+ i 1 1 |+iB0 .
3. Alice applies the Hadamard transform on A1 , conditioned on the state of
A0 . After this step, the players share:
Ã
!
A1 B1
¯
1
+ |−1iA1 B1
A0 ¯ + ®A1 B1
A0 |+0i
√
√
|0i Φ
|+iB0
+ |1i
2
2
Ã
!
A
B
1 1
¯
1
+ |1−iA1 B1
A0 ¯ + ®A1 B1
A0 |0+i
√
|0i Φ
|+iB0
= √
+ |1i
2
2
4. Bob applies a conditional rotation by ±π/8 to B1 : If the state of |B0 i is
|0i then he rotates the state of B1 by π/8, and if it is |1i then he applies
the rotation by −π/8 to B1 .
5. Alice applies a CNOT (controlled NOT) operation with control register
A1 to A0 , in order to let the state of A0 encode the value of her first bit
instead of the parity of her inputs.
In order to implement the desired functionality, it only remains to measure
the players’ registers in the computational basis. The final state |ψi of the
otp
with p =
protocol above is the following super-embedding of randomized PX,Y
2
sin (π/8), yielding that such a protocol is correct:
|ψi =
+
+
+

1 ³
√ |000iA0 A1 B0
2 2
1 ³
√ |010iA0 A1 B0
2 2
1 ³
√ |100iA0 A1 B0
2 2
1 ³
√ |110iA0 A1 B0
2 2

π ´B1
π
cos |0i + sin |1i
8
8
´³
π ´B1
π
+ |001iA0 A1 B0 cos |0i − sin |1i
8
8
´B1
´³
π
π
+ |111iA0 A1 B0 sin |0i + cos |1i
8
8
´³
π ´B1
π
− |011iA0 A1 B0 − sin |0i + cos |1i
.
8
8
+ |101iA0 A1 B0

´³
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On the contrary, we give an example of an “unreasonable” protocol for

1-2-ot (even though it might not seem to be such on the first sight), which is

not correct according to our definition.

3.1.2

Incorrect Protocol for 1-2-ot

Consider the following protocol for 1-2-ot:
1. Alice chooses her inputs (x0 , x1 ) and Bob chooses the selection bit c.
2. Alice picks a random string b ∈ {0, 1}n and a random sequence of bases
B ∈ {B0 , B1 }n , where B0 = (B0,0 , B0,1 ) = (|0ih0|, |1ih1|) and B1 = (B1,0 , B1,1 ) =
(|+ih+|, |−ih−|). For each i ∈ {1, . . . , n}, she encodes the i-th position bi
of b by Bi,bi and sends Bi,bi to Bob.
3. Bob chooses a random sequence of bases C ∈ {B0 , B1 }n and for each i, he
measures Bi,bi in basis Ci .
4. Alice announces B.
5. Bob constructs sets Sgood := {i : Bi = Ci } and Sbad := {i : Bi 6= Ci }. If
he wants to receive the first bit of Alice (c = 0), he sends her (S0 , S1 ) :=
(Sgood , Sbad ) and if he wants to receive Alice’s second bit (c = 1), he sends
her (S0 , S1 ) := (Sbad , Sgood ).
L
:= x0 ⊕ i:i∈S0 bi and z1 := x1 ⊕
6. Alice
L responds with (z0 , z1 ) where z0
i:i∈S1 bi .
L
7. Bob computes xc = zc ⊕ i: i∈Sgood bi .
Applying privacy amplification results into a protocol which is secure against
Alice. However, it is not even close to being secure on Bob’s side, since delaying
his measurement in step 3 to the point where Alice announces B allows him
to get the complete information about Alice’s inputs. This is also the reason
why purifying the players’ action does not yield a super-embedding of 1-2-ot –
Bob’s additional register in such a case enables him to learn both of Alice’s bits.
Hence, such a protocol is not correct. One might hope that by letting Alice
commit to B instead of sending it plain we get a secure protocol for 1-2-ot.
If such a protocol was not correct, it would indicate that our definition of
correctness is not well justified. However, such a transformation is not possible,
since commitments in the information-theoretic sense do not exist.
Remember, we only consider attacks consisting of an arbitrary measurement applied to the adversary’s registers (AA0 for dishonest Alice and BB 0 for
dishonest Bob) of a super-embedding in order to access information about the
honest party’s output, which is how a quantum honest-but-curious (QHBC)
adversarial strategy can be translated into an adversarial measurement of a
super-embedding.
Notice that the final state of the protocol from Section 3.1.1 implements
the desired primitive with no extra registers available to the players. Such a
super-embedding of a given primitive is then called an embedding.

3.2. Quantum Embeddings
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Let Θn,m := {θ : {0, 1}n × {0, 1}m → [0 . . . 2π)} be the set of functions mapping
bit-strings of length m + n to real numbers between 0 and 2π.
Definition 3.3 For a joint probability distribution PX,Y where X ∈ {0, 1}n
and Y ∈ {0, 1}m , we define the set
)
(
q
X
AB
iθ(x,y)
PX,Y (x, y)|x, yi , θ ∈ Θn,m ,
E(PX,Y ) := |ψi ∈ HA ⊗ HB : |ψi =
e
x,y

and call any state |ψi ∈ E(PX,Y ) a quantum embedding of the joint probability
distribution PX,Y .
Clearly, any |ψi ∈ E(PX,Y ) produces (X, Y ) according PX,Y since the probability pψ (x, y) that Alice measures x and Bob measures y in the computational
basis is pψ (x, y) = |hψ|x, yi|2 = PX,Y (x, y).
In order to specify a particular embedding one only needs to give the description of the phase function θ(x, y). We denote by |ψθ i ∈ E(PX,Y ) the
quantum embedding of PX,Y with phase function θ. The function θ(x, y) := 0
for all xP
∈ {0,p
1}n , y ∈ {0, 1}m corresponds to what we call canonical embedding
|ψ~0 i := x,y PX,Y (x, y)|x, yi.
We will show in Lemma 4.3 that the leakage of super-embeddings for a
given primitive PX,Y can never be lower than the leakage of one embedding in
E(PX,Y ). Therefore, the minimum leakage of any correct protocol for primitive
PX,Y can be found by looking at the set of embeddings E(PX,Y ).

Chapter 4
Cryptography with Embeddings
We first define cryptographically trivial and non-trivial classical primitives and
embeddings. We show that for any non-trivial classical primitive, its canonical
quantum embedding is also non-trivial. We formally define the leakage of quantum super-embeddings and show that no super-embedding of a given primitive
leaks less than a (regular) embedding of that primitive. We then prove that
all embeddings of any non-trivial two-party cryptographic primitive leak information. In other words, the only primitives that correct two-party quantum
protocols can implement correctly and without leakage are the trivial ones! This
result can be seen as a quantum extension of the corresponding characterization
for the cryptographic power of classical protocols in the HBC model. Whereas
classical two-party protocols cannot achieve anything non-trivial, their quantum counterparts necessarily leak information when they implement non-trivial
primitives.

4.1

Trivial Classical Primitives and Trivial Embeddings

Intuitively, a primitive PX,Y is non-trivial if X and Y cannot be generated between Alice and Bob in the classical HBC model. Formally, we define triviality
via an entropic quantity related to the notion of dependent part (see Section 2.4).
Definition 4.1 A primitive PX,Y is called trivial if it satisfies H(X & Y |Y ) =
0, and equivalently, also H(Y & X|X) = 0. Otherwise, it is called non-trivial.
It can easily be seen that all trivial primitives can be implemented securely
(in such a way that only the information specified by the functionality is given
to the players) in the HBC model. A secure protocol for PX,Y trivial is e.g. the
following:
0

1. Alice samples PXy which is an event of Y & X from PY &X and announces
0
its index y 0 to Bob. She then picks x with probability PXy (x).
2. Bob samples y from the distribution PY |Y &X=P y0
X
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0

Clearly, by picking PXy , Alice does not learn any information about Y which she
is not allowed to, since H(Y & X|X) = 0. We define a trivial embedding to be
such that it allows the players to access at least the same amount of information
concerning the implemented functionality, as in some protocol implementing the
given functionality in the HBC model. The formal definition follows:
Definition 4.2 An embedding |ψiAB ∈ E(PX,Y ) is trivial if either S(X &
Y |B) = 0 or S(Y & X|A) = 0. Otherwise, we say that |ψi is non-trivial.
Notice that unlike in the classical case, S(X & Y |B) = 0 ⇔ S(Y & X|A) = 0
does not hold in general. As an example, consider a shared quantum state
where the computational basis corresponds to the Schmidt basis for only one
of its subsystems, say for A. Let |ψi = α|0iA |ξ0 iB + β|1iA |ξ1 iB be such that
both subsystems are two-dimensional, {|ξ0 i, |ξ1 i} =
6 {|0i, |1i}, |hξ0 |ξ1 i| = 0,
and |hξ0 |0i| 6= |hξ1 |0i|. We then have S(X|B) = 0 and S(Y |A) > 0 while
X = X & Y and Y = Y & X.
Let |ψi ∈ E(PX,Y ) be trivial and assume without loss of generality that
S(Y & X|A) = 0. It follows that Alice holding register A can measure her
part of the shared state to learn an event y 0 of Y & X, specifying PX|Y =y for
any event y of Y consistent with y 0 (such that fY (y) = y 0 ). At this point, she
chooses X according to the distribution that she has learned. An equivalent
way of trivially generating (X, Y ) classically is the following:
0

0

1. Alice picks PXy with probability PY &X (PXy ) and announces its index y 0
0
to Bob. She samples x from the distribution PXy .
2. Bob picks y with probability PY |Y &X=P y0 (y).
X

This argument shows why such an embedding |ψi corresponds to a trivial implementation of PX,Y . Of course, the same reasoning applies in case S(X &
Y |B) = 0 with the roles of Alice and Bob reversed. Conversely, the following
lemma shows that any non-trivial PX,Y admits a non-trivial embedding.
Lemma 4.1 If PX,Y is a non-trivial primitive then the canonical embedding
|ψ~0 i ∈ E(PX,Y ) is also non-trivial.
Proof. A non-trivial embedding of PX,Y can be created from a non-trivial embedding of PX&Y,Y &X by applying local unitary transforms. We therefore
assume without loss of generality that X = X & Y and Y = Y & X. Let
Xq
¯ ®
¯ψ~ :=
PX,Y (x, y)|xyi
0
x,y

be the canonical embedding of PX,Y . Since X = X & Y and Y = Y & X,
it holds for any x0 6= x1 that PY |X=x0 6= PY |X=x1 . Furthermore, since PX,Y
is non-trivial, there exist x0 6= x1 and y0 such that PY |X=x0 (y0 ) > 0 and
PY |X=x1 (y0 ) > 0. The state |ψ~0 i can be written in the form:
Xq
Xq
p
p
¯ ®
¯ ®
¯ψ~ =
P
(x
)|x
i
P
(y)|yi
+
P
(x
)|x
i
PY |X=x1 (y)|yi + ¯ψ 0 ,
0
0
1
1
X
X
Y
|X=x
0
0
y

y
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where tr(|x0 ihx0 | trB |ψ 0 ihψ 0 |) = tr(|x1 ihx1 | trB |ψ 0 ihψ 0 |) = 0. Since PY |X=x0 6=
PY |X=x1 , we get that |hϕx0 |ϕx1 i| < 1. Because all coefficients at |yi in the
normalized vectors |ϕx0 i and |ϕx1 i are non-negative, and the coefficients at |y0 i
are both positive, hϕx0 |ϕx1 i 6= 0. Therefore, the non-identical states |ϕx0 i and
|ϕx1 i cannot be perfectly distinguished, which implies that Bob cannot learn
whether X = x0 or X = x1 with probability 1. Therefore, the von Neumann
entropy on Bob’s side S(B) is such that S(B) < H(X). As H(X & Y |Y ) > 0
implies H(Y & X|X) > 0, we can argue in the same way that S(A) < H(Y )
from which follows that |ψ~0 i is a non-trivial quantum embedding of PX,Y . 2

4.2

The Leakage of Quantum Embeddings

A perfect implementation of PX,Y would simply provide X to Alice and Y
to Bob and do nothing else. The expected amount of information that one
random variable gives about the other is I(X; Y ) = H(X)−H(X|Y ) = H(Y )−
H(Y |X) = I(Y ; X). Intuitively, we define the leakage of a quantum superembedding |ψi of PX,Y as the larger of the two following quantities: the extra
amount of information Bob’s quantum registers ρBB 0 = trA,A0 (|ψihψ|) provide
about X and the extra amount Alice’s quantum state ρAA0 = trB,B 0 (|ψihψ|)
provide about Y respectively in comparison to “the minimum amount” I(X; Y ).
Definition 4.3 Let |ψi ∈ HABA0 B 0 be a super-embedding of PX,Y . We define
the leakage ∆ψ (PX,Y ) of |ψi viewed as an implementation of PX,Y as
©
ª
∆ψ (PX,Y ) := max S(X; BB 0 ) − I(X; Y ), S(AA0 ; Y ) − I(X; Y ) .
Furthermore, we say that a super-embedding |ψi is δ-leaking if ∆ψ (PX,Y ) ≥ δ.
It is easy to see that the leakage of a super embedding is non-negative since
S(X; BB 0 ) ≥ S(X; B̃) if B̃ is the result of a quantum operation applied to
BB 0 . Such an operation could be the tracing over B 0 and measurement in the
computational basis of each qubit of B yielding S(X; B̃) = I(X; Y ).
For a general pure state in HABA0 B 0 , the quantities S(X; BB 0 ) − I(X; Y )
and S(AA0 ; Y ) − I(X; Y ) are not necessarily equal. However, according to the
following lemma,
S(X; BB 0 ) − I(X; Y ) = S(AA0 ; Y ) − I(X; Y )
holds in the case of a super-embedding. Hence, the definition of leakage is
symmetric with respect to both players. Note that for a regular embedding
|ψi ∈ E(PX,Y ) (where the work spaces A0 and B 0 are trivial), this is easy to see.
Notice that
S(X; B) = S(X) + S(B) − S(X, B) = H(X) + S(B) − H(X) = S(B) ,
and because |ψi is pure, S(A) = S(B). Therefore, S(X; B) = S(A; Y ) and the
two quantities coincide.

30

Chapter 4. Cryptography with Embeddings

Lemma 4.2 Let |ψi be a super-embedding of PX,Y . Then,
∆ψ (PX,Y ) = S(X; BB 0 ) − I(X; Y ) = S(AA0 ; Y ) − I(X; Y ).
Proof. We have already shown that the statement is true in the case where both
A0 and B 0 are trivial. In the case where A0 is trivial and B 0 is not, the Markov
chain condition from Lemma 3.1 implies that |ψi is of the form
|ψi =

Xq
0
PX,Y (x, y)|x, yiAB |ϕy iB ,
x,y
0

hence, Bob can fix y0 and apply a unitary transform U BB on his part of the
0
system, such that U BB |y, ϕy i = |y, ϕy0 i, and
0

0

0

IA ⊗ U BB |ψiABB = |ψ ∗ iAB ⊗ |ϕy0 iB ,
where |ψ ∗ i ∈ E(PX,Y ). In the resulting product state, S(X; BB 0 ) − I(X; Y ) =
S(X; B) − I(X; Y ) = S(A; Y ) − I(X; Y ), due to the fact that |ψ ∗ i ∈ E(PX,Y ).
An analogous statement holds in the case where B 0 is trivial and A0 is nontrivial.
0
We now assume that both P
A0 and
A super-embedding of
pB are non-trivial.
AB x,y A0 B 0
.
PX,Y can be written as |ψi = x,y PX,Y (x, y)|x, yi |ϕ i
For every x and y, we can write the pure state
0

0

|ϕx,y iA B =

K q
X

¯ x,y ®A0 ¯ x,y ®B 0
¯
¯f
λx,y
k ek
k

k=1

in Schmidt form. For the reduced density matrices, we obtain
ρx,y
A0 =

X

¯ x,y ® x,y ¯
¯
ek ¯.
λx,y
k ek

k

Since a super-embedding |ψi ∈ HABA0 B 0 of PX,Y is produced by a correct
protocol, it satisfies
S(XA0 ; B) = S(X; Y B 0 ) = I(X; Y )
which by Lemma 3.1 is equivalent to A0 ↔ X ↔ Y and X ↔ Y ↔ B 0 being
Markov chains. It follows that for every x and y 6= y 0 , the reduced density
x,y 0
x,y
x
matrices ρx,y
A0 = ρA0 = ρA0 coincide and therefore, the eigenvalues λk cannot
depend on
of X ↔ Y ↔ B 0 , they can neither depend on x. Hence,
Py.√Because
0 (k,x,y) x
iθ
x,y
|ek i|fky i. The phase factors arise from the fact that
|ϕ i = k λk e
from a reduced density matrix the global phases of the Schmidt-basis elements
cannot be determined.
0
Let us fix a set of orthogonal states {|ki}k . We define the unitary U AA to
be the mapping of the orthonormal states {|exk i}k into the orthonormal states
0
{|ki}k . Note that U AA only acts on register A0 conditioned on the x-value
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in A. Analogously, let U BB map the states {|fky i}k into {|ki}k . Applying
0
0
U AA ⊗ U BB to |ψi results into state
P p
P √
0 0
0
PX,Y (x, y)|x, yiAB k λk eiθ (k,x,y) |k, kiA B
x,y
´
P √ ³P p
iθ0 (k,x,y) |x, yi |k, ki
=
λ
P
(x,
y)e
X,Y
k
k
x,y
P √
0 0
AB
=
⊗ |k, kiA B ,
k λk |ψk i
0

where each |ψk iAB ∈ E(PX,Y ). Cq-state ρXBB 0 can now be written in the form:
X
X
ρXBB 0 =
PX (x)|xihx| ⊗
λk |φx,k , kihφx,k , k|,
x

k

P p
0
where |φx,k i = y PY |X=x eiθ (k,x,y) |yi. Due to the second component, the
states |φx,k , ki are mutually orthogonal for each x. Therefore, for each x,
Ã
!
X
λk |φx,k , kihφx,k , k| = H(λ1 , . . . , λK ).
S
k

As a result we get that
S(XBB 0 ) = H(X) +

X

PX (x)H(λ1 , . . . , λK ) = H(X) + H(λ1 , . . . , λK )

x

and analogously,
S(AA0 Y ) = H(Y ) + H(λ1 , . . . , λK ),
yielding the desired statement as follows:
S(X; BB 0 ) − I(X; Y )

= H(X) + S(BB 0 ) − S(XBB 0 ) − I(X; Y )
= H(X) + S(BB 0 ) − (H(X) + H(λ1 , . . . , λK )) − I(X; Y )
= H(Y ) + S(AA0 ) − (H(Y ) + H(λ1 , . . . , λK )) − I(X; Y )
= S(AA0 ; Y ) − I(X; Y ).

The equality S(AA0 ) = S(BB 0 ) follows from the purity of |ψi.

2

The next lemma shows that super-embeddings leak at least as much as
some regular embedding. In order to find lower bounds on the leakage, it is
thus general enough to restrict our attention in the rest of the paper to regular
embeddings.
Lemma 4.3 Let |ψi ∈ HABA0 B 0 be a super-embedding of PX,Y . Then there
exists a regular embedding |ψ ∗ i ∈ E(PX,Y ) such that ∆ψ (PX,Y ) ≥ ∆ψ∗ (PX,Y ).
Proof. In the case where A0 and B 0 are both trivial, |ψi ∈ E(PX,Y ) and the
statement holds trivially. In the case where A0 is trivial and B 0 is not, we have
shown in the proof of Lemma 4.2 that a super-embedding |ψi of PX,Y is locally
equivalent to a state |ψ ∗ i ⊗ |σi for |ψ ∗ i ∈ E(PX,Y ) and a pure state |σi. An
analogous statement holds if B 0 is trivial and A0 is not. Therefore, in these two
cases we get for some |ψ ∗ i ∈ E(PX,Y ) that ∆ψ = ∆ψ∗ .
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Now assume that both A0P
and p
B 0 are non-trivial. A super-embedding of
0 0
PX,Y can be written as |ψi = x,y PX,Y (x, y)|x, yiAB |ϕx,y iA B .
In the proof of Lemma 4.2 we show the existence of two local unitary
0
0
transforms U AA and U BB on Alice’s and Bob’s side that transform |ψi into
P √
0
0
AB
⊗ |k, kiA B for a set of orthogonal states {|ki}k and |ψk i ∈
k λk |ψk i
E(PX,Y ) for each k.
If Alice measures register A0 or Bob measures B 0 in the basis {|ki}k , she/he
0 0
transforms the state defined above into the state |ψk iAB ⊗ |k, kiA B with probability λk . Measuring register arbitrarily A0 does not increase S(AA0 ; Y ) on
average, and analogously, measuring B 0 does not increase S(X; BB 0 ) on average. This follows from Holevo bound (Theorem 2.1), yielding that
S(AA0 ; Y ) = S(A; Y ) + S(A0 ; Y |A) ≥ S(A; Y ) + S(K; Y |A) = S(AK; Y ),
where K denotes the random variable associated with the measurement of register A0 in the computational basis. Therefore, the leakage of |ψiP
is at least
the average leakage of one particular strategy, we get that ∆ψ ≥ k λk ∆ψk .
Hence, there must be k such that for |ψ ∗ i := |ψk i, it holds that ∆ψ ≥ ∆ψ∗ . 2
The following statements concern the leakage of embeddings. The following
definition serves to simplify the notation.
Definition 4.4 Let PX,Y be an arbitrary primitive. We define
∆PX,Y :=

inf

|ψi∈E(PX,Y )

∆ψ (PX,Y ).

The next lemma shows that in fact, in the definition above the infimum is
achievable, implying that it can be replaced by “minimum”.
Lemma 4.4 For any primitive PX,Y there exists |ψi ∈ E(PX,Y ) such that
∆ψ (PX,Y ) = ∆PX,Y .
Proof. The function Sψ (B) of |ψi is continuous on the compact (closed and
bounded) set of phases, which is [0, 2π]|X ×Y| . Therefore, it has a minimum,
yielding that function ∆ψ (PX,Y ) = Sψ (B) − I(X; Y ) also has a minimum. 2
In the following theorem we show that if for a quadruple of random variables X, Y, X 0 , Y 0 , X and Y are computable from X 0 and Y 0 , respectively and
furthermore, the extra information (besides X and Y ) in X 0 and Y 0 is local
(which is expressed by Markov chain properties), then there is an embedding of
PX,Y leaking at most as much information as any given embedding of PX 0 ,Y 0 .
Theorem 4.1 Let X, X 0 , Y, Y 0 be random variables such that X 0 ↔ X ↔ Y 0
and X 0 ↔ Y ↔ Y 0 are Markov chains and such that there exist deterministic
functions fX and fY with fX (X 0 ) = X and fY (Y 0 ) = Y . Then
∆PX 0 ,Y 0 ≥ ∆PX,Y .
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Proof. Since X 0 ↔ X ↔ Y 0 and X 0 ↔ Y ↔ Y 0 are Markov chains, we have
that I(X 0 ; Y 0 ) = I(X; Y ). Therefore, showing that for some |ψ ∗ i ∈ E(PX,Y )
and any |ψi ∈ E(PX 0 ,Y 0 ),
Sψ (B) − I(X 0 ; Y 0 ) = ∆ψ (PX 0 ,Y 0 ) ≥ ∆ψ∗ (PX,Y ) = Sψ∗ (B) − I(X; Y )
is equivalent to proving Sψ (B) ≥ Sψ∗ (B). First, we show that there exists
|ψ̃i ∈ E(PX 0 ,Y ) such that Sψ (B) ≥ Sψ̃ (B), i.e. ∆ψ (PX 0 ,Y 0 ) ≥ ∆ψ̃ (PX 0 ,Y ). The
existence of |ψ ∗ i such that ∆ψ̃ (PX 0 ,Y ) ≥ ∆ψ∗ (PX,Y ) follows from an analogous
argument.
State |ψi can be written in the form:
Xq
®
0 0 ¯
|ψi =
PX 0 ,Y 0 (x0 , y 0 )eiθ(x ,y ) ¯x0 y 0 .
x0 y 0

For any realization y of Y , let Oy := {y 0 : fY (y 0 ) = y}. WLOG assume that
Oy = {1, . . . , ky }. Let g be a bijection of the form g(y 0 ) = (fY (y 0 ), jy0 ), where
jy0 ∈ {1, . . . , kfY (y0 ) }. A pair (y, j) determines its g-preimage uniquely and
therefore, in the following we sometimes encode y 0 by fY (y 0 )jy0 = yj. Formally,
there is a unitary transform U of Bob such that
Xq
®
0 0 ¯
B
IA ⊗ U |ψi|0i =
PX 0 ,Y 0 (x0 , y 0 )eiθ(x ,y ) ¯x0 , fY (y 0 )jy0
x0 y 0
ky q
Xq
¯ 0 ®X
0 −1
0
¯
PX 0 ,Y (x , y) x y
PY 0 |Y =y (g −1 (y, j))eiθ(x ,g (y,j)) |ji.
=
x0 y

j=1

(4.1)
Our goal for the rest of the proof is to transform the register containing j
into a form where the order of the summations over x0 y and j in (4.1) can be
reversed to get a state of the form
t
1 X ¯¯ EAB B
√
|ji ,
¯ψ̂j
t j=1

where t is some normalization factor and each |ψ̂j i is in E(PX 0 ,Y ). Our claim
that there exists a state |ψ̃i ∈ E(PX 0 ,Y ) such that Sψ̃ (B) ≤ Sψ (B) then follows
from concavity of Von Neumann entropy i.e., from the fact that the average of
the entropies of the states {trA |ψ̂j ihψ̂j |}j is smaller than the entropy of their
mixture which is equivalent to trA |ψihψ|.
In order to reverse the order of summation in (4.1), we show that there
exists a unitary W on Bob’s system such that
1 X ¯¯ EAB B
(IA ⊗ W )(IA ⊗ U |ψi|0iB )|0iB = |ϕi = √
|zi ,
¯ψ̂z
t z=1
t

where each |ψ̂z i is a quantum embedding of a joint random variable X̂ Ŷ , with
the distribution arbitrarily close to the distribution of X 0 Y .
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AB

Equality (4.1) suggests to construct the states |ψ̂z i
by disentangling the
register containing j from the registers containing x0 y. This method will indeed lead us to the result but only after some pre-processing of the register
containing j. First, we show how to split the register with j for each value of
y into a uniform superposition of t values which Bob can measure afterwards
to determine the index z of an embedding |ψ̂z i. The uniformity over the register containing the indices ensures that measuring the index does not have any
impact on the probability distribution PX 0 ,Y implemented by |ψ̂z i.
Consider t ∈ N such that 0 < 1/t ¿ miny0 {PY 0 |Y =fY (y0 ) (y 0 )}. We can ensure
that each y ∈ Y is splitted into exactly t index-values z, by adaptively defining
a function [tPY 0 |fY (Y 0 )=y (y 0 )]y0 ∈ {d e, b c}, indicating into how many values
z a given y 0 such that fY (y 0 ) = y splits. This procedure is elementary, but
somewhat technical, and we postpone the detailed description to the end of the
proof.
For an event y of Y , define t0 := 0 and for i ∈ {1, . . . , ky },
ti :=

X
[tPY 0 |fY (Y 0 )=y (yj)]yj .
j≤i

Let Bob’s unitary transform W acting upon the registers containing Y , j ∈
{1, . . . , kY } and ancillas set to 0, be defined as follows:
1
W |yji|0i = |yi q
[PY 0 |fY (Y 0 )=y (yj)t]yj

tj
X

|zi.

z=tj−1 +1

The definition of [ ]y0 implies that for each y: tky = t, thus z ∈ {1, . . . , t}.
We can write
|ϕi :=
=

ky
Xq
¯ 0 ®X
0
¯
PX 0 ,Y (x , y) x y
x0 y

j=1

s

(IA ⊗ W )((IA ⊗ U )|ψiAB |0iB )|0iB
PY 0 |fY (Y 0 )=y (yj) iθ(x0 ,yj)
e
[PY 0 |fY (Y 0 )=y (yj)t]yj

tj
X

|zi.

z=tj−1 +1

(4.2)

For the term

PY 0 |f (Y 0 )=y (y)
Y
[PY 0 |f (Y 0 )=y (y 0 )t]y0

from (4.2) we have

Y

¯
¯ PY 0 |fY (Y 0 )=y (y 0 )
¯
¯ [P 0
0
(y 0 )t]
Y |fY (Y )=y

y0

¯
1 ¯¯
− ¯=
t
≤

¯
¯
¯ tPY 0 |fY (Y 0 )=y (y 0 ) − [PY 0 |fY (Y 0 )=y (y 0 )t]y0 ¯
¯
¯
¯
¯
t[PY 0 |fY (Y 0 )=y (y 0 )t]y0
µ ¶
1
1
1
=
+O 3 .
0
2
0
2
PY 0 |fY (Y 0 )=y (y )t − t
PY 0 |fY (Y 0 )=y (y )t
t
(4.3)
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Now we can finally swap the summations to isolate z as promised earlier.
From (4.2) and (4.3) follows that
r
t
Xq
¯ 0 ®X
1 ε(y, z)
0
0
|ϕi =
PX 0 ,Y (x0 , y)¯x y
eiθ (x ,y,z)
+
|zi
t
t2
z=1
x0 y


r
t
q
X
X
¯
®
1
ε(y, z)
0 0

= √
eiθ (x ,y,z) 1 +
PX 0 ,Y (x0 , y)¯x0 y  |zi,
t
t z=1 x0 y
1
miny0 {PY 0 |Y =f (y0 ) (y 0 )} and since a pair (y, z) uniquely
Y
came from, θ0 (x0 , y, z) = θ(x0 , y 0 ) for y 0 corresponding to

where |ε(y, z)| ≤

deter-

mines y 0 that it
(y, z).
If Bob measures z, the state |ϕi collapses to


r
q
¯ E
X 0 0
¯
®
ε(y, z)
¯

eiθ (x ,y,z) 1 +
PX 0 ,Y (x0 , y)¯x0 y  ⊗ |zi = ¯ψ̂z ⊗ |zi.
t
0
xy

The state |ψ̂z i lies in E(PX̂,Ŷ ) for a joint probability distribution PX̂,Ŷ which
is arbitrarily close to PX 0 ,Y . The distance of the two distributions depends on
the choice of t.
Hence, for any δ > 0 there is a way to pick a unitary transform Wδ (with t
large enough) such that after applying Wδ and measuring z, the corresponding
quantum systems satisfy |Sψ̃z (B) − Sψ̂z (B)| ≤ δ for some |ψ̃z i ∈ E(PX 0 ,Y ).
Concavity of Von Neumann entropy together with the fact that the state
1 Pt
√
z=1 |ψ̂z i|zi is locally equivalent to |ψi imply that
t
t

1X
Sψ̂z (B) ≤ Sψ (B).
t
z=1

Therefore, Sψ (B) ≥ minz {Sψ̂z (B)}, and Sψ (B) ≥ minz {Sψ̃z (B)} − δ for δ
arbitrarily small.
Continuity of Von Neumann entropy yields that Sψ (B) ≥ Sψ̃ (B) for some
|ψ̃i ∈ E(PX 0 ,Y ), which is what we wanted to show.
Finally, it remains to give the correct definition of [ ]y0 : For any y let us start
by setting [tPY 0 |fY (Y 0 )=y (y 0 )]y0 := btPY 0 |fY (Y 0 )=y (y 0 )c for all y 0 : fY (y 0 ) = y. We
now increase the value of [tPY 0 |fY (Y 0 )=y (y 0 )]y0 in steps and show that at some
point, this value equals t. Let 0 ≤ i ≤ ky . In the i-th step, replace [ ]yi = b c
with [ ]yiP
= d e. After ky steps, [ ]y0 = d e for all y 0 : fY (y 0 ) = y. In every step
the sum y0 ,fY (y0 )=y [tPY 0 |fY (Y 0 )=y (y 0 )]y0 increases by at most 1. Clearly, since
P
0
y 0 PY 0 |fY (Y 0 )=y (y ) = 1, we get that
X
X
btPY 0 |fY (Y 0 )=y (y 0 )c ≤ t and
dtPY 0 |fY (Y 0 )=y (y 0 )e ≥ t,
y 0 ,fY (y 0 )=y

thus for some i,

y 0 ,fY (y 0 )=y

P

y 0 ,fY (y 0 )=y [tPY 0 |fY (Y 0 )=y (y

0 )] 0
y

= t.

2

As an immediate consequence of Theorem 4.1, we get that for any primitive PX,Y , embeddings in E(PX,Y ) leak at least as much as an embedding in
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E(PX&Y,Y &X ). This allows us to concentrate on random variables (X, Y ) for
which X = X & Y and Y = Y & X. This property is satisfied by standard
cryptographic primitives (see Section 2.3), since they are defined in a canonical
form avoiding unnecessary redundancy in X and Y .
Corollary 4.1 For any primitive PX,Y ,
∆PX,Y ≥ ∆PX&Y,Y &X .
Proof. By definitions of X & Y and Y & X, random variables X & Y, X, Y &
X, and Y satisfy the conditions of Theorem 4.1.
2
From Corollary 4.1 we conclude that the only primitives having non-leaking
embeddings are the trivial ones. Hence, every non-trivial primitive necessarily
leaks!
Theorem 4.2 If there exists a non-leaking embedding |ψi ∈ E(PX,Y ), then
PX,Y is a trivial primitive.
Proof. Corollary 4.1 implies that if there is a 0–leaking embedding of PX,Y than
there is also a 0–leaking embedding of PX&Y,Y &X . Let us therefore assume
that |ψi is a non-leaking embedding of PX,Y such that
X = X & Y and
P p
Y = Y & X.PWe can write |ψi in the form |ψi = x PX (x)|xi|ϕx i, and
define ρB := x PX (x)|ϕx ihϕx |. The leakage of |ψi can then be expressed as
∆ψ (PX,Y ) = S(ρB ) − I(X; Y ). From the Holevo bound (Theorem 2.1) follows
that for a random variable Z capturing the outcome of the measurement in
the basis {|ϕx i}x , S(ρB ) = I(X; Z) if and only if {|ϕx ihϕx |}x:PX (x)>0 is an
orthonormal set. The outcome of the measurement in the computational basis,
captured by Y is then such that X ↔ Z ↔ Y form a Markov chain. This follows
from the fact that Z determines X completely hence, H(Y |X) = H(Y |Z) =
H(Y |ZX). Since S(ρB ) = I(X; Z) = I(X; Y ), Z is the minimum (see the
definition of dependent part in Section 2.4) random variable with this property,
hence, Z = Y & X = Y . It follows that {|ϕx i}x:PX (x)>0 are the elements of
the computational basis. The marginal Y is then completely determined by X,
yielding that H(Y & X|X) = H(Y |X) = 0. The primitive is therefore trivial.
2
In the statement above we have shown than any correct protocol for nontrivial primitive leaks information. Notice that this is not immediately obvious
from the fact that non-trivial primitives cannot be implemented securely in the
QHBC model [Lo97], since e.g. an implementation of 1-2-ot that allows Bob
to get either the bit of his choice or the parity of Alice’s bits is non-leaking,
yet insecure. However, in Chapter 6 we show that impossibility of a secure
implementation of a given primitive in fact, implies that it is not possible to
implement such a primitive without leakage. This result holds even in a more
general model where we assume a presence of a (possibly restricted) trusted
third party and with no correctness assumption.

4.3. Reducibility of Primitives and Their Leakage

4.3
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One can ask the following question: Given two primitives PX,Y and PX 0 ,Y 0 such
that PX,Y is reducible to PX 0 ,Y 0 , what is the relationship between the leakage
of PX,Y and the leakage of PX 0 ,Y 0 ? We will use the notion of reducibility in the
following sense: We say that a primitive PX,Y is reducible in the HBC model
to a primitive PX 0 ,Y 0 if in the HBC model, PX,Y can be securely implemented
from (one call of) a secure implementation of PX 0 ,Y 0 . The above question can
also be generalized to the case where PX,Y can be computed from PX 0 ,Y 0 only
with certain probability. Notice that the answer, even if we assume perfect
reducibility, is not captured in our previous result from Lemma 4.3, since an
embedding of PX 0 ,Y 0 is not necessarily a super-embedding of PX,Y . However,
under certain conditions we can show that
∆PX 0 ,Y 0 ≥ ∆PX,Y .
In Section 5.2, such a condition allows us to derive a lower bound on the leakage
otr
of PX,Y
.
Theorem 4.3 Assume that primitives PX,Y and PX 0 ,Y 0 = PX00 X10 ,Y00 Y10 satisfy
the condition:
X
PX10 ,Y10 (x, y) ≥ 1 − δ,
x,y:PX 0 ,Y 0 |X 0 =x,Y 0 =y 'PX,Y
0

0

1

1

where the relation ' between two distributions means that they can only differ
in the underlying probability space. Then,
∆PX 0 ,Y 0 ≥ (1 − δ)∆PX,Y .
Proof. State |ψiA0 A1 ,B0 B1 ∈ E(PX 0 ,Y 0 ) can be written in the form:
Xq
PX10 (x)|xiA1 |ψx iA0 B ,
|ψi =
x∈X10

where each |ψx i is an embedding of PX00 ,Y00 Y10 |X10 =x . Since
Sψ (Y 0 |A) ≤ Sψ (Y 0 |A0 , X10 ) =

X
x

PX10 (x)Sψx (Y 0 |A0 , X10 = x),

for the leakage of |ψi we obtain:
∆ψ (PX 0 ,Y 0 ) = H(Y 0 |X 0 ) − Sψ (Y 0 |A)
X
≥ H(Y 0 |X 0 ) −
PX10 (x)Sψx (Y 0 |A0 , X10 = x)
=

X
x

=

X
x

x

PX10 (x)(H(Y 0 |X00 , X10 = x) − Sψx (Y 0 |A0 , X10 = x))
PX10 (x)∆ψx (PX00 ,Y00 Y10 |X10 =x ).
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..... By applying the same argument to each |ψx i, we obtain that
X
∆ψ (PX 0 ,Y 0 ) ≥
PX10 ,Y10 (x, y)∆ψx,y (PX00 ,Y00 |X10 =x,Y10 =y ),

(4.4)

xy

where each |ψx,y i is an embedding of PX00 ,Y00 |X10 =x,Y10 =y . For each (x, y) such
that PX00 ,Y00 |X10 =x,Y10 =y ' PX,Y is satisfied, we get that
∆ψx,y (PX00 ,Y00 |X10 =x,Y10 =y ) ≥ ∆PX,Y .
Since

P
x,y:PX 0 ,Y 0 |X 0 =x,Y 0 =y 'PX,Y
0

0

1

1

PX10 ,Y10 (x, y) ≥ 1 − δ, we get from (4.4) that

∆ψ (PX 0 ,Y 0 ) ≥ (1 − δ)PX,Y .
2
Notice that the statement above (for δ = 0) does not follow from Lemma 4.3.
Neither it does from Theorem 4.1, since the Markov chain conditions do not
need to be satisfied in the situation considered by Theorem 4.3, which is the
rot
ot
case e.g. for PX,Y = PX,Y
and PX 0 ,Y 0 = PX,Y
. On the other hand, neither the implication in the opposite direction is true, since e.g. the primitive PX,Y0 Y1 =Y : PX,Y (0, (0, 0)) = PX,Y (0, (0, 1)) = 3/16, PX,Y (0, (1, 0)) =
PX,Y (0, (1, 1)) = PX,Y (0, (1, 2)) = 1/24, PX,Y (1, (0, 0)) = PX,Y (1, (0, 1)) =
1/16, PX,Y (1, (1, 0)) = PX,Y (1, (1, 1)) = PX,Y (1, (1, 2)) = 1/8 (PX,Y0 is a binary symmetric channel with noise rate p = 1/4), can be handled by Theorem 4.1 but not by Theorem 4.3. However, the proof of Theorem 4.1 contains a
transformation of an embedding of PX 0 ,Y 0 into a state satisfying the conditions
required to apply Theorem 4.3. Beyond this point, Theorem 4.1 follows from
Theorem 4.3.

Chapter 5
The Leakage of Universal Cryptographic
Primitives
In this chapter, we exhibit lower bounds on the leakage of some universal twoparty primitives such as 1-out-of-2 Oblivious Transfer (1-2-ot), Rabin Oblivious
Transfer (rot), the additive sharing of an and gate applied to two random bits
(sand), and the string and noisy versions of them. We refer to Section 2.3
for an overview and the formal definitions of these primitives. We note that
Wolf and Wullschleger [WW05b] have shown that a randomized 1-2-ot can be
transformed by local operations into an additive sharing of an AND. Therefore,
our results for 1-2-ot below also apply to sand. Each of these primitives is
universal and can be seen as a cornerstone of two-party quantum computation.
otp
otr
For PX,Y
and PX,Y
, the exact computation of the von Neumann entropies
becomes difficult, since the number of possibilities for the phases increases exponentially in the number of qubits, hence, we only provide lower bounds on
their leakage..

5.1

Minimum Leakage of rotr and

1-2-ot

First, we look at the leakage of the embeddings of Rabin String OT (rotr ).
rot
Theorem 5.1 Any embedding of PX,Y
is at least (1 − O(r2−r ))-leaking. For
r = 1 any embedding is at least (h( 14 ) − 12 ) ≈ 0.311-leaking. Furthermore, the
rotr
leakage is the same for all embeddings of PX,Y
.
r

Proof. Let

|ψi =

1
2

r+1
2

X
x∈{0,1}r

eiθ(x,x) |xxi +

1 

2

r+1
2


X

eiθ(x,⊥) |xi |⊥i,

x∈{0,1}r
r

rot
where ⊥ denotes an erasure, be a general form of an embedding of PX,Y
.
P
1
iθ(x,⊥)
|xi. If Bob guesses the value of Alice’s
Define |ϕi := 2r/2 x∈{0,1}r e
P
string successfully, Alice gets an ensemble ρ0 = 21r x∈{0,1}r |xihx|. If an erasure
occurs on Bob’s side, Alice gets ρ1 = |ϕihϕ|. We find S(A) by computing the
eigenvalues of ρA := 21 (ρ0 + ρ1 ).
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Since ρ0 = 21r IA , |vi is an eigenvector of ρA if and only if it is an eigenvector
of ρ1 . If |vi is an eigenvector of ρ1 then either a) |vi = eiθ |ϕi or b) hv|ϕi = 0.
If a) is true then
¶
µ
1
1
1
ρA |vi = (ρ0 |vi + ρ1 |vi) =
1 + r |vi,
2
2
2
whereas in the case b),
1
1
ρA |vi = (ρ0 |vi + ρ1 |vi) = r+1 .
2
2
1
1
1
The state ρA has eigenvalues { 12 + 2r+1
, 2r+1
}, where 2r+1
has multiplicity 2r −1.
S(A) can then be computed as follows:
µ
¶
µ
¶
1
2r − 1
1
1
1
S(A) = −
+ r+1 log
+ r+1 + r+1 (r + 1)
2 2
2 2
2
µ
¶µ
µ ¶¶
³r´
1
1
1
1
r+1 r+1
r
=
+ r+1
−
+
1
−
O
1−
+
o
+
=
.
2 2
ln 2 · 2r
2r
2
2r+1
2
2r

Since I(X; Y ) = 2r , for the leakage we get:
r

rot
∆ψ (PX,Y
) = S(A) − I(X; Y ) = 1 − O

³r´
.
2r

As we can see, the leakage does not depend on the phase-function θ.

2

ot
In the following theorem we minimize the leakage of an embedding of PX,Y
.
ot
Theorem 5.2 Any |ψi ∈ E(PX,Y
) is at least
mized by the canonical embedding.

Proof. Let

1
|ψi = √
2 2x

X

1
2 -leaking.

The leakage is mini-

eiθ(x0 x1 ,cxc ) |x0 x1 i|cxc i

0 ,x1 ,c∈{0,1}

ot
. Without loss of generality assume that θ(00, 00) = 0.
be an embedding of PX,Y
Notice that for the local phase-change transforms

UA
U

B

:= |00ih00| + exp(iθ(01, 00))|01ih01| + exp(i(θ(10, 10) − θ(00, 10)))|10ih10|
+ exp(i(θ(10, 10) + θ(11, 01) − θ(00, 10) − θ(10, 01)))|11ih11|,
:= |00ih00| + exp(i(θ(00, 10) + θ(10, 01) − θ(10, 10)))|01ih01|
+

exp(iθ(00, 10))|10ih10| + exp(i(θ(01, 11) − θ(01, 00)))|11ih11|,

we get
¯ ® 1
|0i + eiω |1i
√
U A ⊗ U B |ψi = ¯ψ 0 = (|0+i|00i + |1+i|01i + |+0i|10i +
|1i|11i),
2
2
where ω = θ(00, 10) + θ(01, 00) + θ(10, 01) + θ(11, 11) − θ(01, 01) − θ(10, 10) −
θ(11, 01).
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Let A0 denote Alice’s quantum system for Alice and Bob sharing |ψ 0 i. Since
S(A) = S(A0 ), we can minimize S(A0 ) in order to minimize S(A). Assume that
Alice and Bob share |ψ 0 i. For Bob’s selection bit c = 0, Alice gets an ensemble
ρ0 = 21 (|0+ih0+| + |1+ih1+|), whereas for c = 1, she gets ρ1 = 21 (|+0ih+0| +
(|01i + eiω |11i)(h01| + e−iω h11|)), where ρA0 = 21 (ρ0 + ρ1 ). By solving the
characteristic equation of ρA0 we get the set of eigenvalues { 14 (1 ± cos ω4 ), 14 (1 ±
sin ω4 )}. S(A0 ) can then be expressed as follows:
S(A0 ) = 1 +

h( 1−cos(ω/4)
) + h( 1−sin(ω/4)
)
2
2
.
2
√

By computing the second derivative of f (x) = h( 1−2 x ), we get that f 00 (x) ≤ 0
in [0, 1], implying that f is concave in [0, 1]. For α ∈ [0, 1], Jensen’s inequality
(1)
(1)
yields that f (0)+f
≤ f (α), and therefore, f (0)+f
≤ f (α)+f2 (1−α) . Conse2
2
quently, the minimum of h( 1−cos(ω/4)
) + h( 1−sin(ω/4)
) = f (cos2 ω4 ) + f (sin2 ω4 ) is
2
2
3
0
achieved for ω = 0 and in this case, S(A ) = 2 .
Finally, we can conclude that the leakage is minimal for the canonical embedding and ∆ψ (PX,Y ) = S(A) − I(X; Y ) = S(A0 ) − I(X; Y ) ≥ 23 − 1 = 12 .
2
There is also a more direct way to interpret this quantity in the case of
ot
: If Alice and Bob share a single copy
the canonical embedding |ψ~0 i for PX,Y
of |ψ~0 i then there exist POVMs for both of them which reveal Bob’s selection
bit to Alice, and the XOR of Alice’s bits to Bob, both with probability 12 . Let
|Φ± i = √12 (|00i ± |11i), |Ψ± i = √12 (|01i ± |10i) denote the Bell states, and
ot
can
|±i := √12 (|0i ± |1i). Observe that the canonical embedding |ψ~0 i of PX,Y
be expressed as follows:
¯ ® 1 ¯ − ® |Ψ− i − |Φ− i 1 ¯ − ® |Ψ+ i − |Φ+ i
1
¯ψ~ = ¯Ψ ⊗
√
√
+ ¯Φ ⊗
+ √ |++i|++i.
0
2
2
2
2
2
In order to get the value x0 ⊕ x1 of Alice’s bits x0 and x1 , Bob can use POVM
B = {B0 , B1 , B? } where B0 := 12 (|Ψ− i − |Φ− i)(hΨ− | − hΦ− |), B1 := 21 (|Ψ+ i −
|Φ+ i)(hΨ+ | − hΦ+ |), and B? : = |++ih++|. It is easy to verify that Bob gets
outcome Bz for z ∈ {0, 1} (in which case x0 ⊕ x1 = z with certainty) with
probability 12 . Alice’s POVM can be defined as A = {A0 , A1 , A? } where A0 :=
|−+ih−+|, A1 := |+−ih+−|, and A? := I2 − A0 − A1 . By inspection we easily
find that the probability for Alice to get Bob’s selection bit is 1 − tr((A? ⊗
ot
I2 )|ψ~0 ihψ~0 |) = 12 . For any embedding of PX,Y
we can construct similar POVMs
revealing the XOR of Alice’s bits to Bob and Bob’s selection bit to Alice with
probability strictly more than 14 .
rotr
ot
Based on the examples of PX,Y
and PX,Y
it is tempting to conjecture that
the leakage is always minimized for the canonical embedding, which agrees
with the geometric intuition that the minimal pairwise distinguishability of
quantum states in a mixture minimizes the von Neumann entropy of the mixture. As shown in [JS00] however, this is not always the case. They show
that in a quantum system of dimension at least three, the following situation
can happen: For two sets of pure states {|ui i}ni=1 and {|vi i}ni=1 such that for
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all i, j P
satisfying |hui |uj i| ≤ |hv
Pi |vj i|, there exist probabilities pi such that for
ρu : = ni=1 pi |ui ihui |, ρv : = ni=1 pi |vi ihvi |, it holds that S(ρu ) < S(ρv ). As
we can see, although each pair |ui i, |uj i is more distinguishable than the corresponding pair |vi i, |vj i, the overall ρu provides us with less uncertainty
than ρv .
P
It follows that although for the canonical embedding |ψ~0 i = y |ϕy i|yi of PX,Y
the mutual overlaps |hϕy |ϕy0 i| are clearly maximized, it does not necessarily
imply that S(A) in this case is minimal over E(PX,Y ).

5.2

Lower Bounds on the Leakage of 1-2-otr and 1-2-otp

1-2-otr and 1-2-otp are primitives where the direct evaluation of the leakage

for a general embedding |ψθ i is hard to compute. Instead of computing S(A)
directly, we show how to derive lower bounds on the leakage in such cases.

5.2.1

r

ot
Lower Bound on the Leakage of PX,Y

ot
Theorem 5.3 Any embedding |ψi of PX,Y
is (1 − O(r2−r ))-leaking.
r

r

ot
Proof. We use Theorem 4.3 to show that any embedding of PX,Y
leaks at least
rotr
as much as an embedding of PX,Y . Let (A0 , A1 ) and B denote Alice’s and Bob’s
otr
respective registers. Then |ψiA0 A1 B ∈ E(PX,Y
) can be written in the form:

|ψi =

1
2r/2

X

|xiA1 |ψ x iA0 B ,

x∈{0,1}r

where each

|ψ x i =

1

2(r+1)/2

X

³


´
¯
¯
¯
®
®
®
0
0
A
B
A
eiθ(x ,x,0) ¯x0 0 ¯0, x0 + eiθ(x ,x,1) ¯x0 0 |1, xiB 

x0 ∈{0,1}r
r

rot
can be viewed as an embedding of PX,Y
. According to Theorem 4.3 and Theorem 5.1, we get that

∆P otr ≥ ∆P rotr = 1 − O(r/2r ).
X,Y

X,Y

2

5.2.2

ot

Lower Bound on the Leakage of PX,Yp
ot

p
In the following, we provide a lower bound on the leakage of PX,Y
for p <
2
sin (π/8) ≈ 0.15. Notice that in fact, the leakage is strictly positive for any
otp
otp
embedding of PX,Y
with p < 1/4, since for p < 1/4, PX,Y
is a non-trivial
ot1/4
primitive. On the other hand, for PX,Y is a trivial primitive implemented
securely by the following protocol in the classical HBC model:

1. Alice chooses randomly between her input bits x0 and x1 and sends the
chosen value xa to Bob.
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2. Bob chooses his selection bit c uniformly at random and sets y := xa .
Equality xc = y is satisfied if either a = c, which happens with probability
1/2, or if a 6= c and xa = x1−a , which happens with probability 1/4. Since the
two events are disjoint, it follows that xc = y with probability 3/4 and that
ot1/4
the protocol implements PX,Y
. The implementation is clearly secure against
honest-but-curious Alice, since she does not receive any message from Bob. It
is also secure against Bob, since he receives only one bit from Alice. By letting
Alice randomize the value of the bit she is sending, the players can implement
otp
PX,Y
securely for any value 1/4 < p ≤ 1/2.
Theorem 5.4 If p <

1
2

−

1
√
2 2

∆P otp

X,Y

then

p
(1/2 − p − p(1 − p))2
≥
.
8 ln 2

Proof. First, we show that for any embedding of PX,Y0 Y1 such that Y0 and Y1
are independent,
S(A; Y0 Y1 ) ≤ S(A; Y0 ) + S(A; Y1 ).
We can write
S(A; Y0 ) + S(A; Y1 ) = H(Y0 ) + H(Y1 ) − S(Y0 |A) − S(Y1 |A)
= H(Y0 Y1 ) − S(Y0 |A) − S(Y1 |A)
≤ H(Y0 Y1 ) − S(Y0 Y1 |A) = S(A; Y0 Y1 ).

(5.1)

Let X, Y0 , Y1 be random variables corresponding to Alice’s pair of bits, Bob’s
otp
selection bit, and its value, respectively. For PX,Y
we have that I(X; Y0 Y1 ) =
1 − h(p). S(A; Y0 Y1 ) can then be lower-bounded by
S(A; Y0 Y1 ) ≥ S(A; Y0 ) + S(A; Y1 ) ≥ S(A; Y0 ) + (1 − h(p)).
Hence, for computing the lower bound on S(A; Y0 Y1 ), we only need to compute
otp
the lower bound on S(A; Y0 ). A state |ψi ∈ E(PX,Y
) can be written as
1
|ψi = √ (|ψ0 iAB1 |0iB0 + |ψ1 iAB1 |1iB0 ).
2
Let ρ0A := trB1 |ψ0 ihψ0 | and ρ1A := trB1 |ψ1 ihψ1 |.
By applying Theorem 2.2, we get that
p
kρ0A − ρ1A k1 ≤ 8(ln 2)S(A; Y0 ),
and therefore,

kρ0A − ρ1A k21
≤ S(A; Y0 ).
8 ln 2

(5.2)

The trace norm of ρ0A − ρ1A yields an upper bound on the entries of the matrix:
|(ρ0A − ρ1A )ij | ≤ kρ0A − ρ1A k1 .

(5.3)
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We can write the state |ψi in the form:
1 X
|ψi =
|ϕy0 ,y1 iA |y0 , y1 iB0 B1 ,
2 y ,y
0

1

where
r
|ϕ0,y i =
r
|ϕ1,y i =

1

r

x=0
1
X

r

1 − p X iθ(y,x,0,y)
e
|y, xiA |0, yiB0 B1 +
2
1−p
2

eiθ(x,y,1,y) |x, yiA |1, yiB0 B1 +

x=0

1

p X iθ(y,x,0,1−y)
e
|y, xiA |0, 1 − yiB0 B1
2
p
2

x=0
1
X

eiθ(x,y,1,1−y) |x, yiA |1, 1 − yiB0 B1 .

x=0

By evaluating the entries of (ρ0A − ρ1A ) we get a simple lower bound on |(ρ0A −
ρ1A )ij | for i 6= j ∈ {0, . . . , 3}:
p
(1 − p)p
1 − 2p
0
1
|(ρA − ρA )ij | ≥
−
(5.4)
4
2
hence, from (5.3) follows that
kρ0A

−

ρ1A k1

1 − 2p
≥
−
4

p

(1 − p)p
,
2

yielding due to (5.1) and (5.2) that
p
(1/2 − p − (1 − p)p)2
S(A; Y0 Y1 ) ≥ 1 − h(p) + S(A; Y0 ) ≥ 1 − h(p) +
.
32 ln 2
p
The lower-bound is non-trivial if 1/2 − p − (1 − p)p > 0, which is true for
1
p < 21 − 2√
. The results yields the following lower-bound on the leakage of
2
otp
PX,Y :
p
(1/2 − p − (1 − p)p)2
∆P otp ≥
.
X,Y
32 ln 2
However, this lower-bound is very loose, since for p = 0 we get that
ot
∆PX,Y
≥

1
≈ 0.011,
128 ln 2

which is much weaker than the optimal
1
ot
≥ .
∆PX,Y
2
2
It remains to mention that by using more careful analysis of the phases of
|ϕ0.y i and |ϕ1,y i, the lower bound on the absolute value of the outside-diagonal
entries from (5.4) can be improved, yielding a non-trivial lower bound on the
leakage for p > 0.15 and eventually, even for any p < 1/4. It is possible that for
the values of p close to 1/4, using Average Encoding Theorem (Theorem 2.2)
yields a lower bound with a better ratio compared to the real value of the
otp
minimum leakage of an embedding of PX,Y
.

Chapter 6
Two-Party Cryptography from Limited
Resources
As we have shown in the Chapter 4, it is not possible to implement non-trivial
primitives with no leakage from scratch. A natural question arising from our
conclusions is then: What happens if we allow the players to rely in some
way on a trusted third party? In P
such a model, a two-party quantum protocol is represented by an ensemble e PE (e)|eihe| ⊗ |ψe ihψe |, shared between a
pair of players and the environment who do not interact. An ensemble ρEAB
implements a primitive PX,Y , if measuring Alice’s and Bob’s registers in the
computational basis yields a distribution PX 0 ,Y 0 such that PX,Y is locally computable from PX 0 ,Y 0 . We also consider correct implementations of PX,Y , where
the meaning of correctness is the same as for embeddings:
P
Definition 6.1 An ensemble ρEABA0 B 0 = e PE (e)|eihe| ⊗ |ψe ihψe | where for
each e, |ψe i ∈ HABA0 B 0 , is a correct implementation of PX,Y , if measuring
registers A and B of ρEABA0 B 0 in the computational basis yields the distribution
PX,Y and the ensemble satisfies S(X; Y B 0 ) = S(XA0 ; Y ) = I(X; Y ).
P p
0 0
0 0
In the following, we often use a pure state |ψiEABA B := e PE (e)|eiE |ψe iABA B
to describe the state of a protocol instead of an ensemble, but we emphasize
that the environment we consider is always classical and corresponds to the
measurement of the register E of |ψi in the computational basis. We also use
ρAB : = trE |ψihψ| to denote only the state held by Alice and Bob. Such a
model is general enough, since analogously to the case of embeddings, we can
assume that at any step of the protocol’s execution, the state shared by the
honest-but-curious players is pure given the state of the environment. Our
results concerning embeddings capture the case where the environment does
not hide any information from the players. On the other hand, if the environment can store an arbitrary amount of information, then any primitive can be
implemented privately. The notion of privacy we consider is defined as follows:
Definition 6.2 And implementation ρAB of PX,Y is private if any information
about X that Bob can learn from measuring his part of ρAB , he can also learn
from his output Y of the ideal functionality for PX,Y , and analogously if any
45
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information about Y that Alice can learn from ρAB , she can also learn through
the ideal functionality for PX,Y .
An example of a private implementation of a primitive PX,Y is the following
one:
Xq
¯
®E X q
|ψiEAB =
PX&Y,Y &X (x0 , y 0 )¯x0 , y 0
PX,Y |X&Y =x0 ,Y &X=y0 (x, y)|x, yiAB .,
x,y

x0 ,y 0

We define the leakage of ρAB

(6.1)
analogously to the leakage of a super-embedding:

Definition 6.3 The leakage of an implementation ρAB of PX,Y is defined by:
∆ρAB := max(SρAB (X; B) − I(X; Y ), SρAB (A; Y ) − I(X; Y )).
The following lemma shows that analogously to the case of super-embeddings,
a correct implementation of PX,Y leaks at least as much as some implementation of PX,Y with no extra registers held by the players and no increase in the
size of the environment. In the latter case, let E(ψ) := {e : PE (e) > 0} where
E is the environment register associated with state |ψiEAB .
0

0

Lemma 6.1 Let |ψiEABA B be a correct implementation of PX,Y . Then there
P
exists an implementation |ψ 0 iEAB =
e,x,y αe,x,y |e, x, yi of PX,Y such that
|E(ψ 0 )| ≤ |E(ψ)| (hence, Hψ0 (E) ≤ log |E(ψ)|) and
∆ρAB (PX,Y ) ≥ ∆ρ0AB (PX,Y ),
for ρ0AB := trE |ψ 0 ihψ 0 |.
0

0

Proof. State |ψiEABA B can be written in the form:
0

|ψiEABA B

0

=

Xq

0

PE,X,Y (e, x, y)|e, x, yiEAB |ψe,x,y iA B

0

e,x,y

=

Xq

K q
¯
EA0 ¯
EB 0
X
¯
¯ k
λke,x,y ¯ake,x,y
,
¯be,x,y

e,x,y

k=1

PE,X,Y (e, x, y)|e, x, yiEAB

P q
0 0
B0
A0
where k λke,x,y |ake,x,y i |bke,x,y i is the Schmidt decomposition of |ψe,x,y iA B .
We can write
S(X; Y B 0 ) = H(X) + S(Y B 0 ) − S(XY B 0 )
Ã
!
X
X
= I(X; Y ) +
PY (y)S
PE,X|Y =y (e) trA0 |ψe,x,y ihψe,x,y |
y

−

X
x,y

PX,Y (x, y)S

Ã
X
e

e,x

!

PE|X=x,Y =y (e) trA0 |ψe,x,y ihψe,x,y | .
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Correctness of |ψi implies Sψ (X; Y B 0 ) − I(X; Y ) = 0 which due to strict concavity of Von Neumann entropy and Jensen’s inequality holds if and only if for
each y, the following is true:
X
X
∀x :
PE,X|Y =y (e) trA0 |ψe,x,y ihψe,x,y | =
PE|X=x,Y =y (e) trA0 |ψe,x,y ihψe,x,y |.
e,x

e

Analogously, from S(XA0 ; Y ) = I(X; Y ) we get that for any fixed x and all y:
X
X
PE,Y |X=x (e) trB 0 |ψe,x,y ihψe,x,y | =
PE|X=x,Y =y (e) trA0 |ψe,x,y ihψe,x,y |.
e,y

e

Since trA0 |ψe,x,y ihψe,x,y | = trB 0 |ψe,x,y ihψe,x,y |, it follows that for all (x, y):
¯
¯
ED
XX
X
¯
¯
PE|(X,Y )=(x,y) (e)λke,x,y ¯bke,x,y bke,x,y ¯ =
PE|(X,Y )=(x,y) (e) trA0 |ψe,x,y ihψe,x,y |
k

e

=

X

e

PE,X|Y =y (e) trA0 |ψe,x,y ihψe,x,y | =

e,x

X

PE,Y |X=x (e) trA0 |ψe,x,y ihψe,x,y |,

e,y

P
yielding that for each k, e PE|X=x,Y =y (e)λke,x,y is independent of (x, y). Furthermore, the equality
¯
¯
ED
X
XX
¯
¯
PE,X|Y =y (e) trA0 |ψe,x,y ihψe,x,y |
PE|(X,Y )=(x,y) (e)λke,xy ¯bke,x,y bke,x,y ¯ =
k

e,x

e

=

X
e,x

PE,X|Y =y (e)

X

¯
¯
ED
¯
¯
λke,x,y ¯bke,x,y bke,x,y ¯

k

implies that |bke,x,y i is independent of x. Analogously, we conclude that |ake,x,y i is
independent of y. It follows that there are unitary transforms U A and U B acting
0 0
on HAA0 and HBB 0 , respectively, such that for |ψ̃i := IE ⊗ U A ⊗ U B |ψiABEA B
we get:
q
q
¯ E X
Xq
0 0
¯
AB
E iθ(e,x,y,k)
|x,
yi
ψ̃
=
P
(x,
y)
P
(e)|ei
e
λke,x,y |k, kiA B
¯
X,Y
E|(X,Y )=(x,y)
x,y

e

In order to learn some information about Bob’s output, Alice can measure her
register A0 in the computational basis and thereby convert |ψ̃i into the state
0
|ψk iABE ⊗ |kiB , where
q
Xq
Xq
AB
ABE
iθ(e,x,y,k)
PX,Y (x, y)|x, yi
PE|(X,Y )=(x,y) (e)e
λke,x,y |eiE ,
|ψk i
=µ
e

x,y

P
with µ being a normalization constant. Since e PE|(X,Y )=(x,y) λke,x,y is the same
value for all pairs (x, y), µ satisfies:
X
µ
PE|(X,Y )=(x,y) (e)λke,x,y = 1.
e

The probability that by measuring the registers A and B in the computational
basis, the players obtain the joint outcome (x, y) is then PX,Y (x, y). Thus
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for each k, |ψk i implements PX,Y with no extra registers. Since due to Holevo
bound (Theorem 2.1), a measurement of register B 0 does not increase S(X; BB 0 )
(and hence, decrease S(X|BB 0 )) on average, we get that for some k,
StrE |ψk ihψk | (X|B) ≥ SρAB (X|BB 0 ),
yielding that for |ψ 0 i := |ψk i:
∆ρ0AB (PX,Y ) = ∆trE |ψ0 ihψ0 | (PX,Y ) ≤ ∆ρAB (PX,Y ).
For such |ψ 0 iEAB , E(ψ 0 ) ⊆ E(ψ), yielding that |E(ψ 0 )| ≤ |E(ψ)|.

2

We now show that any non-leaking implementation of PX,Y is in fact, private. Furthermore, such an implementation not only prevents Bob from getting
any other information about X than he is allowed to get from the ideal functionality for PX,Y , but also, he cannot get any other information about the state
of Alice’s register than he is given by the ideal functionality, and analogously if
the roles of the players are switched. The statement holds regardless of whether
the implementation is correct i.e., even if the extra registers of Alice and Bob
do not satisfy Definition 6.1. Notice, that this fact does not follow immediately
from the definition of a non-leaking implementation, since in such an implementation, the players are allowed to get any information of their choice unless
it would mean that the uncertainty about the other party’s output decreases
below H(X|Y ) on Bob’s side and H(Y |X) on Alice’s side.. As an example of a
non-leaking but not even close to private implementation we can take the one
of 1-2-ot where Bob can choose to either get the value of his selection bit or the
parity of Alice’s bits. In both of these cases, his uncertainty about Alice’s part
remains one bit, hence such an implementation is non-leaking nevertheless, it
is not private.
Theorem 6.1 Let |ψiEAB be a non-leaking (not necessarily correct) implementation of PX,Y . Then |ψiEAB implements PX,Y P
privately. Furthermore, in such
an implementation, ρAB is locally equivalent to x0 ,y0 PX&Y,Y &X (x0 , y 0 )|x0 , y 0 ihx0 , y 0 |.
Proof. Here we assume that in |ψiEAB , Bob’s entire register is used to compute
Y i.e., there are no additional registers on his side. We can view such an
implementation as an embedding-analogue. This is without loss of generality
because for Ỹ capturing the result of a measurement of only a part of Bob’s
register, we get that
S(X; B) ≥ I(X; Y ) ≥ I(X; Ỹ ).
It follows that for |ψiEAB non-leaking, I(X; Y ) = I(X; Ỹ ) has to be satisfied.
Since Ỹ is a deterministic function of Y , we obtain Y & X = Ỹ & X. Hence,
anything we conclude for Y & X also applies to Ỹ & X, yielding the validity
of the proof for the case where Y captures a measurement of only a part of
Bob’s register.
Because |ψiEAB is 0–leaking, we have that S(X; B) = I(X; Y ), which by
Holevo bound (Theorem 2.1) implies that trEA |ψihψ| can be written as
X
trEA |ψihψ| =
PX (x) trE |ϕx ihϕx |,
x
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where all trE |ϕx ihϕx | are simultaneously diagonalizable. If the common diagonal basis of these states is {|zi}z , then the cq-state shared between Alice tracing
out her part and Bob is
Ã
!
X X¡
¢
0
ρXB =
PX|fZ (z)=z 0 (x)|xihx| σ z ,
x

z0

where fZ (Z) := Z & X and
X

0

σ z :=

z:fZ

az |zihz|.

(z)=z 0

This is a purely classical state, implementing the distribution PX,Z securely on
Bob’s side. Any information that Bob can learn about the distribution of X is
via the distribution of Z & X that he learns by measuring his part. Hence, for
the honest measurement of Bob captured by Y , we have that X ↔ Z & X ↔
Y & X is a Markov chain. From the assumption S(X; B) = I(X; Y ) we get:
S(X; B) = I(X; Z) = I(X; Z & X) = I(X; Y ) = I(X; Y & X),
yielding that S(X|Y & X) = S(X|Z & X). Due to the Markov chain property,
S(X|Z & X, Y & X) = S(X|Z & X),
implying that
S(X|Y & X, Z & X) = S(X|Y & X),
i.e. X ↔ Y & X ↔ Z & X is also a Markov chain. Since both Z & X and
Y & X are minimal random variables WZ , WY such that X ↔ WZ ↔ X & Z
and X ↔ WY ↔ Y & X are Markov chains, we get that Z & X = Y & X.
Then ρXB can be written as:
XX¡
¢ 0
PX|fY (y)=y0 (x)|xihx| ρy ,
ρXB =
x

y0

0

where the support of each of ρy only contains y-values such that fY (y) = y 0 .
It follows that then, ρXB privately implements PX,Y &X on Bob’s side. Analogously, S(A; Y ) = I(X; Y ) implies that ρAY privately implements PY &X,Y on
Alice’s side. In such a case, trE |ψihψ| = trE |ψ 0 ihψ 0 | for |ψ 0 iEAB satisfying
¯ 0 ®EAB X q
¯
®E ¯
®AB
¯ψ
=
PX&Y,Y &X (x0 , y 0 )¯x0 , y 0 ¯ωx0 ,y0
x0 ,y 0

where

X

¯
®
¯ωx0 ,y0 AB =

αx,y |x, yi.

x,y:fX (x)=x0 ,fY (y)=y 0

For S(X; B) we then get that
S(X; B) = I(X & Y ; Y & X) +
= I(X; Y ) +

X
x0 ,y 0

X
x0 ,y 0

¯
¯
®
PX&Y,Y &X (x0 , y 0 )S(trA ¯ωx0 ,y0 ωx0 ,y0 ¯)

¯
¯
®
PX&Y,Y &X (x0 , y 0 )S(trA ¯ωx0 ,y0 ωx0 ,y0 ¯).
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Hence, equality S(X; B) = I(X; Y ) can hold only if all |ωx0 ,y0 i are product
states, yielding that there are local unitary transforms U A and U B acting on
HA and HB , respectively, such that
¯ ® Xq
¯
®E ¯
®AB
IE ⊗ U ⊗ U ψ =
PX&Y,Y &X (x0 , y 0 )¯x0 , y 0 ¯x0 , y 0
.
A

B¯ 0

x0 ,y 0

Therefore, trE |ψihψ| = trE |ψ 0 ihψ 0 | does not allow Alice and Bob to learn anything more about the states of B and A (and therefore, also the values of Y
and X), respectively, than they obtain from X & Y and Y & X, concluding
that |ψiEAB is a private implementation of PX,Y .
2
The statement that we just proved has several consequences, formulated in
the following lemmas.
Lemma 6.2 A non-leaking implementation of a primitive PX,Y satisfies S(E|B) ≥
H(X & Y |Y ) and S(E|A) ≥ H(Y & X|X).
Proof. In a non-leaking
implementation |ψiEAB of PX,Y , ρAB is locally equivaP
lent to σ := x0 ,y0 PX&Y,Y &X |x0 , y 0 ihx0 , y 0 | according to Theorem 6.1. For Alice
measuring her part, we obtained the following cq-state shared among the three
parties:
X
¯ ® ¯
ρXEB =
PX&Y (x0 )¯x0 x0 ¯ ⊗ |ϕx0 ihϕx0 |,
x0

where from Bob’s perspective, |ϕx0 i must be equivalent to
|ϕx0 iEB =

Xq
¯ ®E ¯ ®B
PY &X|X&Y =x0 (y 0 )¯y 0 ¯y 0 ,
y0

in order to obtain the desired form of σ. It follows that then,
S(E|A) = S(E|X) ≥ H(Y & X|X & Y ) = H(Y & X|X).
On Bob’s side, the inequality S(E|B) ≥ H(X & Y |Y ) can be proven analo2
gously.
The lower bound from the lemma above can always be achieved e.g. by
formula (6.1). The result we have shown is analogous to the one holding in the
purely classical case where the players implement a distribution with the help of
a trusted third party. Here, let E be the random variable corresponding to the
information held by the trusted third party Elena. Then the result of [WW05a]
showing that H(X & Y |Y ) and H(Y & X|X) are non-increasing monotones
for classical two-party computation, implies that in any private classical protocol for PX,Y , H(E|X) ≥ H(Y & X|X) and H(E|Y ) ≥ H(X & Y |Y ). The
claim can be shown simply, as follows: Assume that Bob and Elena act as only
one player and implement a distribution PX,Y in such a way that Alice does
not learn any more information than she is supposed to. We can view such a
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protocol as a two-party protocol built from scratch that implements PX,Y trivially, yet securely against Alice. The views of both parties are then captured
by random variables X and Y E. According to [WW05a], we get
H(X & Y E|E, Y ) = 0.
The definition of the dependent part directly implies that
H(X & Y |E, Y ) ≤ H(X & Y E|E, Y ) = 0,
hence, H(X & Y |E, Y ) = 0. We can write:
H(X & Y |Y ) ≤ H(X & Y |E, Y ) + H(E|Y ) = H(E|Y ).
Analogously, H(E|X) ≥ H(Y & X|X). It follows that the amounts of information needed to be kept by the trusted third party/environment in both classical
and quantum case are equal. The lower bounds on H(E|X) and H(E|Y ) are
achieved by a private classical protocol for PX,Y involving the trusted third
party who picks the values of X & Y and Y & X and distributes them to the
players.
The following lemma says that at any moment in a quantum protocol using
a (perfect) blackbox for PX,Y , S(E|A) and S(E|B) can be considered to be
upper-bounded by H(Y & X|X) and H(X & Y |Y ), respectively.
Lemma 6.3 Consider a quantum protocol equipped with a blackbox for PX,Y .
From the players’ perspectives, such a protocol is indistinguishable from a protocol where S(E|A) ≤ H(Y & X|X) and S(E|B) ≤ H(X & Y |Y ) during the
entire protocol execution.
Proof. From the players’ points
of view, a blackbox for PX,Y is locally equivP
alent to the state σAB = x0 ,y0 PX&Y,Y &X (x0 , y 0 )|x0 , y 0 ihx0 , y 0 | which is purely
classical and satisfies σAB = trE |ψihψ| for
Xq
¯
®E ¯
®AB
PX&Y,Y &X (x0 , y 0 )¯x0 , y 0 ¯x0 , y 0
|ψiEAB =
.
x0 ,y 0

For such |ψi, we have that S(E|A) = H(Y & X|X) and S(E|B) = H(X &
Y |Y ). Since there is no interaction between the players and the environment,
the protocol built upon |ψi and the same protocol using a different perfect implementation of PX,Y are indistinguishable from both players’ perspectives. The
bits that each player receives from a blackbox for PX,Y are only classically correlated with the environment and with the outcome of the other player. It follows that at any moment of the protocol’s execution, honest-but-curious players
can measure their parts of the blackbox output, store their respective classical
outcomes, and proceed further without being detected. Such a measurement
on Alice’s side extracts incomplete information about the environment which
therefore partially collapses. If the measurement takes place at the beginning of
the computation, where it is not preceded by any non-invertible operation such
as another measurement, then Alice’s uncertainty about the environment at
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this point is H(Y & X|X). Since the environment remains unaffected during
the protocol’s run, S(E|A) cannot exceed this value at any time later.
2
As an immediate consequence of the previous three statements we get the
following theorem:
Theorem 6.2 Suppose that primitives PX,Y and PX 0 ,Y 0 satisfy H(X 0 & Y 0 |Y 0 ) >
H(X & Y |Y ) or H(Y 0 & X 0 |X 0 ) > H(Y & X|X). Then any implementation
of PX 0 ,Y 0 using just one call to the ideal functionality for PX,Y leaks information.
Proof. WLOG assume that H(Y 0 & X 0 |X 0 ) > H(Y & X|X). There is a
blackbox implementation of PX,Y of the form given by (6.1), where S(E|A) =
H(Y & X|X). According to Lemma 6.3, the protocol for PX 0 ,Y 0 built upon
such a blackbox is indistinguishable from the same protocol using a different
blackbox for PX,Y . Furthermore, S(E|A) ≤ H(Y & X|X) during the entire run
of the protocol using the blackbox in the form (6.1). However, Lemma 6.2 yields
that in any non-leaking implementation of PX 0 ,Y 0 , S(E|A) ≥ H(Y 0 & X 0 |X 0 )
must hold. Since H(Y 0 & X 0 |X 0 ) > H(Y & X|X), the claim follows.
2
Corollary 6.1 Let PX,Y be a non-trivial primitive. Then any implementation
of M copies of PX,Y using m < M perfect instances of PX,Y leaks information.
Proof. The primitives PX̃,Ỹ := (PX,Y )m and PX̃ 0 ,Ỹ 0 := (PX,Y )M satisfy
H(Ỹ & X̃|X̃) = mH(Y & X|X),

H(Ỹ 0 & X̃ 0 |X̃ 0 ) = M H(Y & X|X).

Non-triviality of PX,Y implies H(Y & X|X) > 0, yielding that then,
H(Ỹ 0 & X̃ 0 |X̃ 0 ) > H(Ỹ & X̃|X̃).
The rest follows from Theorem 6.2.

2

Theorem 6.1 shows that if we require an implementation to be non-leaking,
then being quantum in our model does not give the players any advantage, in the
sense that they still need the same amount of correlation with the environment
as when they are classical. This leaves many unanswered questions, arising
mostly from the problem of how much correlation with the environment the
players need in order to implement a given primitive with bounded leakage. We
summarize these questions in Chapter 8. Consequently, it seems that analyzing
two-party quantum computation via certain kind of “monotones” as we did in
this chapter might be rather powerful and deserves deeper investigation.

Chapter 7
Only Trivial Protocols Can Be Composed
In this chapter we show that quantum protocols even characterized only by the
embeddings of the corresponding primitives (i.e. without considering whether
or not that state can be distributed fairly) do not compose without allowing the
adversary to mount joint attacks that cannot be simulated by attacks applied
to individual copies. We are allowed to make this simplification because any
attack of a super-embedding of a primitive can be modeled by an at least equally
efficient (in terms of the amount of extra information accessible by a cheater)
attack of the associated protocol. We define trivial protocols to be such that
produce trivial super-embeddings.
Definition 7.1 A correct protocol for a primitive PX,Y is trivial, if the superembedding produced by such a protocol is trivial. Otherwise, it is called nontrivial.
In order to show non-composability of a non-trivial super-embedding |ψi ∈
HABA0 B of a primitive PX,Y , satisfying t Sψ (X & Y |BB 0 ) > 0 and Sψ (Y &
X|AA0 ) > 0, it is sufficient to show that no non-trivial embedding of PX,Y can
be composed, for the following reason: In the proof of Lemma 4.2 we have shown
that by measuring register A0 of |ψi, Alice converts |ψi into |ψk i for some k ∈
{1, . . . , K}, which is an embedding of PX,Y . If she performs such a measurement
on many copies of |ψi, with high probability at least some constant fraction of
them collapses into the same non-trivial embedding of PX,Y . Non-composability
of such an embedding then implies non-composability of super-embedding |ψi
of PX,Y . The protocol composability questions can therefore be reduced to
investigating composability of these embeddings.
In the following, we formalize the weakness of non-composability inherent
to any two-party quantum protocol, preventing us from building strong cryptographic primitives even from non-trivial weak ones. This is in a sharp contrast
with quantum key distribution – a three-party game that can be shown to be
universally composable [BHL+ 05].
Composability of quantum protocols has been studied by Ben-Or and Mayers [BM02, BM04] and by Unruh [Unr04]. The former approach is an extension
of Canetti’s framework [Can01] to the quantum case while the latter is an extension of Backes, Pfitzmann, and Waidner [BPW04]. We are going to consider
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a weaker version of composability called weak composability and show that almost no quantum protocol satisfies it. Informally, we call a quantum two-party
protocol weakly self-composable if any adversarial strategy acting, possibly coherently, upon n independent copies of the protocol is equivalent to a strategy
which acts individually upon each copy of the protocol.

7.1

Ideal Functionalities

In order to guarantee composability, the functionality of a quantum protocol
should be modeled by some classical ideal functionality. An ideal functionality is a classical description of what the protocol achieves independently of
the environment in which it is executed. If a protocol does not admit such
a description then it can clearly not be used in any environment while keeping its functionality, and such a protocol would not compose securely in all
applications.
In the following, let HA and HB denote Alice’s and Bob’s quantum systems,
respectively, and let X and Y denote the set of classical outcomes of Alice’s and
Bob’s final measurements.
Intuitively, a pure state |ψi ∈ HA ⊗ HB implements the ideal functionality
IDψ if whatever the adversary does on his/her part of |ψi, there exists a classical
input to IDψ for the adversary that produces the same view. The ideal functionality IDψ accepts inputs for Alice and for Bob in [0..1], where the elements
of [0..1] encode all possible strategies for both parties. When a party inputs 0
to IDψ , the outcome of measuring this party’s part of |ψi in the computational
basis, encoded by a number in [0..1] is returned to the party. This corresponds
to the honest behavior. When m ∈ [0..1] is input to IDψ , a measurement depending upon m is applied to register HA (resp. HB ) of |ψi and the classical
outcome is returned to Alice (resp. Bob). Such a measurement acts only locally
on the specified system. Clearly, for IDψ to be of any cryptographic value, the
set of possible strategies should be small, otherwise it would be very difficult to
characterize exactly what IDψ achieves. As we are going to show next, even if
|ψi implements such an IDψ where [0..1] is used to encode all possible POVMs
in HA and HB then all adversarial strategies against |ψi⊗n cannot be modeled
by calls to n copies of IDψ .
We write IDψ (m, 0) = (w̃, z) for the ideal functionality corresponding to
pure state |ψi ∈ HA ⊗ HB with honest Bob and dishonest Alice using strategy
m ∈ (0..1]. The output w̃ is provided to Alice and z ∈ [0..1] encoding an
event in Y to Bob. Similarly, we write IDψ (0, m) = (z, w̃) when Alice is honest
and Bob is dishonest and is using strategy m ∈ (0..1]. Notice that an ideal
functionality for state |ψi is easy to implement by letting IDψ simulate Alice’s
and Bob’s strategies through a classical interface.
In general, IDψ returns one party’s output as soon as its strategy has been
specified. The ideal functionality never waits for both parties before returning
the outcomes. This models the fact that shared pure states never signal from
one party to the other. The ideal functionality IDψ can be queried by one party
more than once with different strategies. The ideal functionality keeps track
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of the residual state after one strategy is applied. If a new strategy is applied
then it is applied to the residual state. This feature captures the fact that the
first measurement can be applied before knowing how to refine it, which may
happen when Alice and Bob are involved in an interactive protocol using only
classical communication from shared state |ψi. Dishonest Alice may measure
partially her part of |ψi before announcing the outcome to Bob. Bob could
then send information to Alice allowing her to refine her measurement of |ψi
dependently of what she received from him. This procedure can be simulated
using IDψ after specifying a partial POVM for Alice’s first measurement among
the set of POVMs encoded by the elements of [0..1]. Then, Alice refines her first
measurement by specifying a new POVM represented by an element of [0..1] to
the ideal functionality IDψ .

7.2

Simulation

A pure state |ψi ∈ HA ⊗ HB implements the ideal functionality IDψ if any
attack implemented via POVM M by adversary Alice (resp. adversary Bob)
can be simulated by calling the ideal functionality with some m ∈ [0..1]. The
attack in the simulated world calls IDψ only once as it is in the real case. The
ideal functionality IDψ therefore refuses to answer more than one query per
party. Remember also that IDψ returns the outcome to one party as soon as
the party’s strategy is specified irrespectively of whether the other party has
specified its own.
First, let us show on an example what do we mean by simulation of an
attack using the calls to the ideal functionality.
Example 7.1 Consider that Alice and Bob are sharing |Ψ+ i = √12 (|00i +
|11i) which is an embedding of the joint probability distribution PX,Y with
PX,Y (0, 0) = PX,Y (1, 1) = 1/2. Alice’s and Bob’s honest measurement happen to be in the Schmidt basis. We can define the ideal functionality IDepr as
follows:
IDepr (0, 0) = (x, x) with prob. 12 .
Since both players are measuring in the Schmidt basis, it follows that IDepr
models any adversarial behavior. IDepr is an ideal functionality for |Ψ+ i even
in a context where it is a part of a larger system. However, |Ψ+ i is a trivial
embedding!
⊗m

Notice that any strategy against |Ψ+ i
can be simulated by appropriate
calls to m copies of IDepr . In other words, |ψ + i is self-composable in a weak
sense. In the following section we show that in fact, all weakly self-composable
embedding of joint probability distributions are trivial.

7.3

Self-Composability of Embeddings

We define the classical weak self-composability of an embedding |ψi ∈ HA ⊗ HB
of a joint probability distribution PX,Y as its ability to be composed with itself
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without allowing the adversary to get information about X resp. Y that is not
available through calls to independent copies of IDψ .
Definition 7.2 An embedding |ψi of PX,Y is weakly self-composable if there
exists an ideal functionality IDψ such that all attacks against |ψi⊗m for any
m > 0 can be simulated by appropriate calls to m ideal functionalities IDψ .
Next, we show that only (not necessarily all) trivial embeddings can be
weakly self-composed. The idea behind this result is the definition of a protocol
computing a function, between Alice and Bob sharing |ψi⊗m such that Bob can
make the expected value of the function strictly larger provided he has the
capabilities to measure his part of |ψi⊗m coherently rather than individually.
Only individual measurements can be performed by Bob if IDψ is modelling the
behavior of |ψi in any situation. Consider that Alice and Bob are sharing a
non-trivial embedding |ψi of PX,Y that can be written as:
|ψi =

Xp
PX (x)|xiA |ψx iB .

(7.1)

x∈X

We show in Lemma 7.1 that |ψi being non-trivial (i.e. S(X & Y |ρB ) > 0 )
implies the existence of x0 6= x1 ∈ X such that
0 < |hψx0 |ψx1 i|2 < 1.

(7.2)

Protocol 7.1 challenges Bob to identify in some sense the state of two positions
chosen uniformly and at random among the following possibilities:
{|ψx0 i|ψx0 i, |ψx0 i|ψx1 i, |ψx1 i|ψx0 i, |ψx1 i|ψx1 i}. We will show that Bob, restricted to interact with his subsystem through the ideal functionality IDψ ,
cannot make the expected value of a certain function as large as when it is
allowed to interact unconditionally (i.e. coherently ) with his subsystem. We
now prove that such x0 , x1 ∈ X exist for any non-trivial embedding.
Lemma 7.1 If |ψi ∈ HA ⊗ HB is a non-trivial embedding of PX,Y then there
exist x0 , x1 ∈ X such that |ψx0 i and |ψx1 i satisfy
0 < |hψx0 |ψx1 i| < 1.
Proof. Let us write |ψi as,
|ψi =

Xp

PX (x)|xiA |ψx iB .

(7.3)

x∈X

Let {|ψ1∗ i, . . . , |ψ`∗ i} ⊆ {|ψx i}x∈X be the set of different states |ψx i available to
Bob when Alice measures X. Equation (7.3) can be re-written as,


|ψi =

X̀ 



j=1

X
x∈X :

|ψx i=|ψj∗ i

eiθ(x)

 ¯ ®
p

PX (x)|xi ⊗ ¯ψj∗ ,


(7.4)
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for some θ(x) ∈ [0 . . . 2π).
If {|ψj∗ i}`j=1 are mutually orthogonal then if Bob measures in this basis no
uncertainty about X & Y is left contradicting the fact that S(X & Y |ρB ) > 0.
2
In Protocol 7.1 Alice asks Bob to compare the two pure states on his side.
In the next section we define a game related to the state comparison problem
and show that there is a coherent strategy which in this game can succeed
strictly better than any separable one, and therefore also LOCC strategy on
Bob’s registers.
challenge:
1. Let p : = 0 and let Alice and Bob both know x0 , x1 ∈ X such that
0 < |hψx0 |ψx1 i| = τ < 1 is satisfied.
2. Alice gets X m = X1 , . . . , Xm by measuring her part in all m copies
of |ψi in the computational basis. She identifies 4 positions 1 ≤ i 6=
i0 , j 6= j 0 ≤ m such that Xi = Xi0 = x0 and Xj = Xj 0 = x1 . If such
four positions do not exist then Alice announces to Bob that p = 0
and aborts.
3. Alice picks (h, h0 ) ∈ {i, i0 , j, j 0 } with h 6= h0 such that (Xh , Xh0 ) =
(α, β) with probability 1/4 for any choice of α, β ∈ {x0 , x1 } and announces (h, h0 ) to Bob.
4. Bob sends b ∈ {0, 1, ?} to Alice, guessing whether the pair of pure
states on the positions h, h0 is one of A0 := {|ψx0 i|ψx0 i, |ψx1 i|ψx1 i},
A1 := {|ψx0 i|ψx1 i, |ψx1 i|ψx0 i}, or responds by “don’t know”.
5. Alice sets the payoff value p: p : = −c if Bob responded incorrectly,
p : = 0 if he answered “don’t know”, and p : = 1 if he answered the
challenge correctly.
Figure 7.1: A state comparison challenge to Bob.

7.4

State-Comparison Game with a Separably Inapproximable Coherent Strategy

Consider the challenge from Protocol 7.1. In the game defined by this protocol,
Alice lets Bob compare two states defined by a non-trivial embedding of a
given primitive, which are either identical or different, but not orthogonal. Bob
is allowed to response inconclusively however, for such an answer he obtains 0
points. On the other hand, if his guess is right, he obtains 1 point and if it is
wrong, he obtains −c points for some positive number c which we determine
later. We call his score payoff. With respect to the game defined by Protocol 7.1,
let the maximal achievable expected payoff over the set of all measurement
strategies be denoted by pmax . In this section we show that there exists c such
that the maximal average payoff pmax can be only achieved with a strategy
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coherent on the registers corresponding to the two factors of Bob’s product
state. Furthermore, we show that for such a c there is a constant gap between
the maximal payoff achievable with a separable strategy and pmax . Separable
measurements on a quantum system consisting of
Ptwo subsystems are such
that any of their elements M is in the form M = i,j Fi0 ⊗ Fj1 , where Fi0 , Fj1
are the operators acting on the respective subsystems of the given system.
According to [BDF+ 99], separable measurements form a strict superset of all
LOCC measurements.
It is shown in [KKB05] that for 0 < τ < 1, the optimal no-error measurement is always coherent. Furthermore, they prove that the highest success rate
achievable by a separable unambiguous measurement is (1 − τ )2 whereas the
optimal measurement has a success rate (1 − τ ).
Fix the value of 0 < τ < 1. For c sufficiently large the best coherent strategy
is to apply the best unambiguous measurement with the correct-answer rate
1 − τ , and to output don’t know for an uncertain result. Therefore, for some c
we have pmax = 1 − τ . Let ps denote the supremum of average payoffs in the
game from Protocol 7.1 achievable by separable strategies.
Theorem 7.1 In the game from Protocol 7.1 there exists c > 0 such that ps ≤
pmax − f (τ ), where f (τ ) > 0 whenever 0 < τ < 1.
Before proving the actual theorem, we introduce a useful lemma.
Lemma 7.2 Let |ϕ0 i, |ϕ1 i ∈ H be pure states such that |hϕ0 |ϕ1 i| = τ . For a
discrimination strategy S with three possible outcomes 0, 1, and “don0 t know”,
let qc denote the probability of a conclusive answer and qerr the probability of a
wrong answer. Then,
p
qc ≤ 2qerr + 1 − τ + 2 qerr (1 − τ ).
Proof. According to Lemma 2.3,
´
p
1³
qerr ≥
qc − qc2 − (qc − (1 − cos θ))2 .
2
Equivalently, we get:
p

qc2 − (qc − (1 − cos θ))2 ≥ qc − 2qerr .

By squaring both sides of the inequality we obtain:
2
2qc (1 − cos θ) − (1 − cos θ)2 ≥ qc2 + 4qerr
− 4qc qerr
2
qc2 − qc (4qerr + 2(1 − τ )) + (1 − τ )2 + 2qerr
≤ 0.

(7.5)

By solving the quadratic equation
2
qc2 − qc (4qerr + 2(1 − τ )) + (1 − τ )2 + 2qerr
= 0,
p
we get the solutions 2qerr + 1 − τ ± 2 qerr (1 − τ ), implying the solutions of (7.5)
to be
p
qc ≤ 2qerr + 1 − τ + 2 qerr (1 − τ ).
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2
Proof Theorem7.1. The method we use is the following: For given parameters
τ, c ∈ R such that 0 < τ < 1 and c > 0, and an additional parameter k > 0, we
divide the set of all separable measurements into three subsets according to the
probability qerr of Bob’s incorrect (conclusive) answer in the state-comparison,
expressed as a function of c, k, and τ . We construct an upper bound on ps in
each of the three sets separately and dependently on c, k, and τ . Finally, we
find the conditions for c and k such that in all three sets we get ps ≤ pmax −f (τ )
for some f (τ ) > 0.
[KKB05] shows that the best separable unambiguous strategy for solving the 2-out-of-2 state comparison problem is applying the best unambiguous
measurements on each part of Bob’s register independently. Lemma A.2 (see
Appendix A) says that the payoff achieved by such a strategy in the case where
probability qerr is small, is close to the optimal payoff. The analysis of such
a situation is captured in the first of the three cases, where we consider the
1
separable measurements with qerr ≤ 2k(c+1)
.
1
1. (qerr ≤ 2k(c+1) ) Lemma A.2 shows that to any separable measurement
1
M = (E0 , E1 , E? ) with probability of error qerr ≤ 2(c+1)k
and the expected
0
payoff p, there exists a separable measurement M = (E00 , E10 , E?0 ) with the
√
expected payoff p0 , satisfying p ≤ p0 + k1 + O(1/ c), such that its elements can
be written in the form:
E00 = G00 ⊗ G10 + G01 ⊗ G11 ,

E10 = G00 ⊗ G11 + G01 ⊗ G10 ,

E?0 = 1 − E00 − E10 ,

where the upper index of Gβα refers to the subsystem and the lower index determines the guess of the state of the corresponding subsystem.
The upper bound on the value of p0 which we compute next, can then be
used to upper bound p. Consider an extended problem where Bob is supposed
to identify each factor of his product state (in contrast to just comparing the
0 , q 1 , and q 0 , q 1 denote the probabilities of Bob’s
factors in the game). Let qerr
err
c
c
incorrect resp. conclusive answers in each of his subsystems. Then the probability of comparing the states incorrectly can be expressed as follows:
0
1
1
1
0
1
0 1
qerr = qerr
(qc1 − qerr
) + qerr
(qc0 − qerr
) = qc1 qerr
+ qc1 qerr
− 2qerr
qerr .

For separable strategies for which qc1 < 1−τ −2/k or qc0 < 1−τ −2/k, we obtain
√
p0 < 1 − τ − 2/k and hence, p < 1 − τ − 1/k + O(1/ c) due to Lemma A.2. For
c sufficiently large we then get:
1
.
(7.6)
2k
Next, we discuss the case (not disjoint with the previous one) where both
qc0 , qc1 ≥ 1 − τ − 1/k =: γ, which implies that
pmax − p ≥

0
1
0 1
qerr ≥ γ(qerr
+ qerr
) − 2qerr
qerr .

(7.7)

For upper bounding the probability qc0 of a conclusive answer of the measurement M0 we use Lemma 7.2 (an analogous formula holds for qc1 ):
p
0
0 (1 − τ ).
qc0 ≤ 2qerr
+ 1 − τ + 2 qerr
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The probability of correct state-identification in the first of Bob’s subsystems
then satisfies:
p
0
0
0 (1 − τ ).
qc0 − qerr
≤ qerr
+ 1 − τ + 2 qerr
(7.8)
Inequalities (7.7) and (7.8) give us an upper bound on p0 for c > 9:
p0 ≤

0 1
−cqerr + qerr
qerr
p
p
0
0 (1 − τ ))(q 1 + 1 − τ + 2 q 1 (1 − τ ))
(qerr
+ 1 − τ + 2 qerr
err
err
p
p
2
0
1
−cqerr + (1 − τ ) + 2( qerr + qerr ) + 9qerr
√
4 qerr
4
2
(1 − τ ) + √
≤ (1 − τ )2 + p
γ
2γk(c + 1)

+
≤
≤

4
2γk(c+1)

hence by Lemma A.2, p ≤ (1 − τ )2 + √
large we get:

√
+ k1 + O(1/ c). For c sufficiently

2
p ≤ (1 − τ )2 + .
k

(7.9)

1
1
< qerr ≤ 256(1−τ
2. Second, we assume that 2k(c+1)
) . To upper bound
the probability of comparing the states correctly, we use the same argument as
in (7.8) and get that:
p
qc − qerr ≤ qerr + 1 − τ + 2 qerr (1 − τ ),

where qc denotes the probability of a conclusive outcome. This inequality implies the upper bound on p:
p
c−1 1
·
+ 1 − τ + 2 qerr (1 − τ ),
c + 1 2k

p ≤ −cqerr + (qc − qerr ) ≤ −
yielding that for c sufficiently large,
p≤−

p
1
+ 1 − τ + 2 qerr (1 − τ ).
2k

(7.10)

Consequently, we have three upper bounds on the value of p, given by (7.6),
1
(7.9), and (7.10): B0 : = 1 − τ − 2k
, B1 : = (1 − τ )2 + k2 , and B2 : = 1 − τ +
p
1
2 qerr (1 − τ ) − 2k
. Since B2 ≥ B0 , we only have to find f (τ ) and k such that
B1 , B2 ≤ (1 − τ ) − f (τ ), or equivalently:
p
2f (τ ) + 4 qerr (1 − τ ) ≤
5
f (τ ) ≤
2
It is easy to verify that for d ≤

1
τ (1 − τ ) − f (τ )
≤
k
2
p
τ (1 − τ )
− 4 qerr (1 − τ ).
2

1
256(1−τ ) ,

τ (1−τ )
10 .

the two inequalities are satisfied

20
:=
for k := 9τ (1−τ
Thus, there exists c > 0 such that in any
) and f (τ )
1
separable strategy with the probability of error qerr ≤ 256(1−τ
) and the expected
payoff p:
τ (1 − τ )
p ≤ pmax −
.
10
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1
3. For separable strategies with the probability of error qerr > 256(1−τ
) , we
can simply set c > 256(1 − τ ) which ensures that the payoff p ≤ 0.
Set c to be the maximum over the values required by the discussed subcases.
For such a c and any separable strategy, the corresponding expected payoff p
)
satisfies p ≤ pmax − τ (1−τ
10 , yielding that

pmax − ps ≥

τ (1 − τ )
.
10
2

7.5

Non-Trivial Embeddings Cannot Be Composed

As a straightforward corollary of Theorem 7.1, we now get that there exists a
constant c such that any Bob restricted to interact with his system through
the ideal functionality ID⊗m
can never get the expected value of p as large and
ψ
not even close as with the best coherent strategy. This remains true for any
possible description of the ideal functionality since even if IDψ allowed to specify
an arbitrary POVM then the ideal functionality would not be as good as the
best coherent strategy.
Notice that any strategy Bob may use for querying the ideal functionality
IDψ for both systems involved in order to pass the challenge with success, can
also be carried by two parties restricted to local quantum operation and classical
communication (LOCC). This is because IDψ only returns classical information.
Local quantum operations can be performed by asking IDψ to apply a POVM
to a local part of |ψi.
We now formally prove that non-trivial embeddings do not compose since
Bob can always succeed better in Protocol 7.1 if he could measure all his registers coherently.
Theorem 7.2 No non-trivial embedding of a primitive PX,Y is weakly selfcomposable.
p
P
Proof. Let |ψi = x∈X PX (x)|xi|ψx i be a non-trivial embedding of PX,Y .
According to Lemma 7.1 there exist x0 , x1 ∈ X such that 0 < |hψx0 |ψx1 i| <
1. Theorem 7.1 then implies that there is c ∈ R+ such that in Protocol 7.1
played with |ψx0 i and |ψx1 i satisfying the condition above, the expected payoff
achievable by the best coherent strategy is strictly better than what can be
achieved by separable i.e. also LOCC strategies. By definition of weak selfcomposability it means that the non-trivial embedding |ψi of PX,Y is not weakly
self-composable.
2
Corollary 7.1 No non-trivial (correct) two-party quantum protocol is weakly
self-composable.
Proof. The statement follows from the fact that any quantum honest-butcurious attack of a super-embedding can be modeled by an attack of the corresponding two-party protocol. In the proof of Lemma 4.2, we have shown that for
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any party there is a measurement converting a super-embedding |ψi ∈ HABA0 B 0
of a primitive PX,Y into an embedding |ψk i of PX,Y for some k ∈ {1, . . . , K}.
The other party can also learn the index k by measuring his/her additional register. Non-composability of non-trivial quantum two-party protocols for PX,Y
then follows from non-composability of non-trivial embeddings of PX,Y by including a pre-stage into the game from Protocol 7.1. In this stage, Alice and
Bob convert each of many super-embeddings of PX,Y corresponding to the protocol copies into an embedding of PX,Y known to both parties. This conversion
results into a non-trivial embedding of PX,Y with constant probability. This is
because if all embeddings in the conversion-range were trivial, then the measurement converting the super-embedding into embeddings could be used as
a part of a measurement revealing X & Y completely to Bob, or revealing
Y & X completely to Alice. Hence, such a super-embedding and the corresponding protocol would then be trivial. Due to the law of large numbers, from
several copies of a super-embedding Alice obtains at least some constant fraction of the same non-trivial embeddings except of probability negligible in the
number of copies. Alice and Bob then play the game from Protocol 7.1, using
the subset of copies where Alice obtained the same non-trivial embedding. 2
Finally, let us mention several facts related particularly to (non-)composability
of trivial two-party quantum protocols implementing trivial primitives. Clearly,
every trivial primitive has a protocol which is composable against quantum
honest-but-curious adversaries, namely the classical one implementing the primitive securely in the HBC model. Formally, for a trivial PX,Y we show composability of quantum protocols implementing only PX&Y,Y &X (which corresponds
to secure implementation in the HBC model) instead of PX,Y , where the desired distribution PX,Y is obtained from the implementation of PX&Y,Y &X by
local randomization. Since a trivial primitive satisfies H(X & Y |Y & X) =
H(Y & X|X & Y ) = 0 or in other words, the implemented dependent parts
are accessible to both parties already in one protocol copy, coherent attacks
do not help in getting any more information. Because the rest of X and Y is
computed purely locally, there is no attack, individual or coherent, revealing
any information about the result of this operation.
On the other hand, not all protocols for trivial primitives are composable. As an example let us take a protocol for a primitive PX,Y defined by
PX,Y (0, 0) = PX,Y (1, 0) = 3/8, PX,Y (0, 1) = PX,Y (1, 1) = 1/8, represented by
the following embedding:
Ã√
!
Ã√
!
3
1
1
3
1
1
|0i + |1i + √ |1i ⊗
|0i − |1i .
|ψi = √ |0i ⊗
2
2
2
2
2
2
Such an embedding (and therefore, the corresponding protocols) is trivial because it implements a trivial primitive. Formally, 0 = H(X & Y |Y ) and
H(X & Y |Y ) ≥ S(X & Y |B) imply that S(X & Y |B) = 0. On the other
hand, the states
√
√
3
1
3
1
|ψ0 i :=
|0i + |1i, |ψ1 i :=
|0i − |1i
2
2
2
2
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that Bob gets for Alice’s respective outcomes 0 and 1 of the measurement in
the canonical basis, satisfy the condition 0 < |hψ0 |ψ1 i| < 1 from Protocol 7.1.
Hence, the arguments from the proof of Theorem 7.1 apply, yielding that |ψi
cannot be composed.

Chapter 8
Conclusion and Open Problems

8.1

Summary of the Results

We have provided a quantitative extension of qualitative impossibility results for
two-party quantum cryptography. All non-trivial primitives leak information
when implemented by quantum protocols. Notice that demanding a protocol
to be non-leaking is generally weaker than demanding it to be private. For instance, consider a protocol implementing 1-2-ot but allowing a curious receiver
with probability 21 to learn both bits simultaneously or with probability 12 to
learn nothing about them. Such a protocol for 1-2-ot would be non-leaking
but nevertheless insecure. Consequently, Theorem 4.2 not only tells us that
any quantum protocol implementing a non-trivial primitive must be insecure,
but also that a privacy breach will reveal itself as leakage. Hence, possibility
of a non-leaking implementation and possibility of a private implementation of
a given primitive are equivalent. We strengthened the above result by showing
that this is true even if the players are allowed to interact with the trusted third
party and if we allow the implementation to violate the correctness condition.
This is implied by Theorem 6.1, showing that in such a scenario, 0–leakage
implies privacy. The statement also applies to trivial primitives which is not
uninteresting, since an implementation of a trivial primitive is not automatically
private. As an example we can take an insecure embedding √12 (|0+i + |1−i) of
PX,Y satisfying PX,Y (a, b) = 1/4 for any a, b ∈ {0, 1}. In addition, in Chapter 7
we have shown that two-party quantum protocols not only leak information
but also that when composed, almost none of them is resilient against coherent
attacks.
Our framework allows to quantify the leakage of any two-party quantum protocol correctly implementing a primitive. Such impossibility results are stronger
than standard ones since they only rely on the cryptographic correctness of the
protocol. Furthermore, we present lower bounds on the leakage of some universal two-party primitives and explain the techniques used to establish these
lower bounds.
In addition to the primitives we have considered, another one deserves to
be mentioned – the binary symmetric channel (BSC) can be used as a cryptographic resource [CK88,Cré97,DKS99]. For BSC with noise 0 ≤ p := sin2 ϕ ≤ 12
65

66

Chapter 8. Conclusion and Open Problems

the minimal leakage over its embeddings can be evaluated to h( 1−sin(2ϕ)
)+
2
1−cos(2ϕ)
) − 1. Moreover, canonical embeddings always minimize the leakage.
h(
2
As an example, the standard BB84 coding scheme can be seen as a BSC with
p = 1/4 when the encoding and decoding bases remain private. However, its
purification (which is equivalent to one EPR pair) leads to an embedding that
leaks half a bit, which is more than three times the leakage of the canonical
embedding of a BSC with p = 1/4.

8.2

Leakage – Bounds and Applications

A natural open question is to find a way to identify good embeddings for a given
primitive. In particular, how far can the leakage of the canonical embedding be
from the best one? Such a characterization, even if only applicable to special
primitives, would allow to lower bound their leakage and would also help understanding the power of two-party quantum cryptography in a more concise
way.
It would also be interesting to find a measure of cryptographic non-triviality
for two-party primitives and to see how it relates to the minimum leakage
of any implementation by quantum protocols. For instance, is it true that
quantum protocols for two-party primitive PX,Y leak more as the minimum
(total variation) distance between PX,Y and any trivial primitive increases?
Another question we leave for future research is to define and investigate
leakage in a one-shot setting instead of in the asymptotic regime. Results in
the one-shot setting have already been established for data compression [RW05],
channel capacities [RWW06], state-merging [WR07,Ber08] and other (quantum) information-theoretic tasks.
Furthermore, it is tempting to investigate what are the interesting applications of leakage, considered also for protocols using environment as a trusted
third party. In particular, how well does leakage reflect privacy of cryptographic
protocols? Privacy of an implementation of a given primitive can be measured
e.g. in terms of amplification, in the case where it is possible and in the following
sense: The fewer copies of such an implementation are needed to implement one
copy of the same primitive almost privately, the better is the implementation.
By “almost private” implementation of a given primitive we mean that it allows
any player to get just a little bit different information about the other party’s
honest output than he/she is given by the ideal functionality for this primitive
(i.e., a protocol for 1-2-ot which allows Bob to get either the bit of his choice
or the parity of Alice’s bits is not even approximately private). Notice that in
this sense, protocols with low leakage are “good” protocols. It follows from the
fact that any non-leaking protocol is also private (Theorem 6.1) and continuity
of leakage, yielding that protocols with low leakage are close to being private.
Hence, for a given primitive PX,Y and a given threshold specifying how insecure
(non-private) an implementation can be, there exists ² such that only one copy
of a protocol for PX,Y with leakage ² also implements PX,Y within the given
threshold concerning privacy. It would be interesting to know what happens if
we allow the leakage to be higher. Namely, how many copies of an implemen-
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tation with bounded leakage are needed to implement a given primitive within
a given privacy threshold?

8.3

Amplification of Two-Party Resources

In Chapter 6, we extended the definition of leakage to protocols involving the
environment acting as a trusted third party, and showed how much correlation
between the players and the environment is needed for implementing a given
primitive without leakage. Again, we consider only correct protocols. If we
allow leakage to be non-zero, we can define the following function:
+
Definition 8.1 Let sPX,Y : R+
0 → R0 be defined as follows:

sPX,Y (²) :=

inf

|ψiEAB :∆ρAB (PX,Y )≤²

max(S(E|A), S(E|B)).

In the first place, it would be very interesting to learn how leakage and
the function sPX,Y are related, by investigate the case where ² > 0. Second,
it would be of interest to study how quantum protocols equipped with the
environment compare to classical protocols which make use of a trusted third
party. Analogously to the quantum case, in the classical honest-but-curious
model, the leakage of protocol π for PX,Y , providing Alice and Bob with their
respective views VA and VB can be defined by
∆cπ (PX,Y ) := max(H(X|Y ) − H(X|Y VB ), H(Y |X) − H(Y |XVA ).
This definition coincides with the definition of privacy loss, introduced
by [ByCKO93]. Then we can define:
∆cPX,Y := inf max(H(X|Y ) − H(X|Y VB ), H(Y |X) − H(Y |XVA )).
VA ,VB

Quantum privacy loss has been introduced by [Kla04], and is defined as
the maximum amount of extra information that a quantum honest-but-curious
player can get about the other party’s output. In terms of “incorrect” implementations |ψi ∈ HE ⊗HAA0 ⊗HBB 0 of PX,Y , this amount equals StrE |ψihψ| (X; Y B 0 )−
I(X; Y ). Klauck shows that for the disjointness problem, there is a quantum
protocol with exponentially lower privacy loss than a classical one [Kla04]. It
is tempting to ask: Can we conclude something similar for the leakage in the
classical and the quantum scenarios? Notice that even though the definition of
leakage and the definition of privacy loss agree if we consider classical protocols,
they differ in the quantum case.
Furthermore, [Kla04] shows that there are problems for which a tiny relaxation in privacy-loss requirements allows for an exponential reduction of the
communication cost. It would be very interesting to know whether a similar
phenomenon can also occur with respect to the quantities we discuss in this
work, namely, can the decrease of sPX,Y be exponentially fast in the size of
its argument? If for certain primitives the answer was yes, this fact could be
demonstrated in a rather interesting way. For instance, consider Alice and
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Bob preparing M instances of 1-2-ot from only m of them. These can be
implemented via a tripartite state satisfying S(E|A) = S(E|B) = m hence,
sP otm (0) ≤ m. Trivial upper-bound on the leakage of such an implementation
X,Y
of M copies of 1-2-ot is then easy to obtain. Simply, let the players implement
m 1-2-ots perfectly from the blackboxes and the rest of them by embeddings.
For such a protocol π we get:
ot
∆π (PX,Y ) = (M − m)∆PX,Y
=

M −m
.
2

Notice that ∆π (PX,Y ) = 0 can only hold if S(E|A) = HP otM (Y & X|X) = M,
X,Y

yielding that m = M .
Can the players use the m calls to the blackbox any better, for instance,
“split” the power of m copies of 1-2-ot in such a way that each one of M
−m
? Such a magical amplification of
implemented copies would leak less than M2m
multiple copies of 1-2-ot (or other primitive) from a few calls to the associated
ideal functionality could be a demonstration of the fact that a small increase
in the leakage can lead to a significant reduction in the required amount of
the correlation between the players and the environment. On the other hand,
upper-bounding how fast sPX,Y decreases would give us a bound on how well
can a given functionality be amplified.
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Appendix A
Lemma A.2 from the proof of Theorem 7.1
Before starting with the actual Lemma A.2, we formulate and prove an auxiliary
lemma, needed for the main proof.
Lemma A.1 Let f : R+ → C2×2 be a function mapping c positive into a
positive-semidefinite operator Fc ∈ C2×2 such that kFc k∞ = 1 and for some
unit vector |v0 i ∈ C2 , hv0 |Fc |v0 i ∈ O(1/c). Then the dominant eigenvector of
Fc is of the form γ0c |v0 i + γ1c |v1 i, where hv0 |v1 i = 0, |γ0c |2 + |γ1c |2 = 1, and
|γ0c |2 ∈ O(1/c). Furthermore, the second largest eigenvalue λc of Fc satisfies
λc ∈ O(1/c).
Proof. Let us write Fc in the form: Fc = Mc† Mc , for a matrix Mc ∈ C2×2 . This is
possible due to the fact that Fc is positive-semidefinite. We define |u0 i := Mc |v0 i
and |u1 i : = Mc |v1 i. According to the assumption, hu0 |u0 i ∈ O(1/c). Let us
write the (unit) dominant eigenvector of Fc in the basis {|v0 i, |v1 i} as:
|wi = γ0c |v0 i + γ1c |v1 i.
It follows that
1 = hw|Fc |wi = |γ0c |2 hu0 |u0i + |γ1c |2 hu1 |u1i + 2Re(γ0c γ1c hu0 |u1i).
Assume that there exists an unbounded increasing sequence of positive numbers such that for its elements c, we get |γ1c |2 = 1 − Θ(1/cδ ) for 1/2 ≤ δ < 1.
From hu0 |u0 i ∈ O(1/c) we get that |γ¯0c γ1c hu0 |u1 i| ∈ Θ(1/cδ ) and |hu0 |u1 i| ∈
√
O(1/ c), yielding that
|γ0c | ∈ ω(1/cδ−1/2 ).
Since |wi is a unit vector, for some k positive, we get
1 = |γ1c |2 + |γ0c |2 ≥ 1 −

k
+ |γ0c |2 ,
cδ

and thus, |γ0c |2 ∈ O(1/cδ ). From the two conditions we conclude that
|γ0c |2 ∈ ω(1/c2δ−1 ) ∩ O(1/cδ ),
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yielding that δ = 1, since the intersection of the two sets has to be non-empty.
Therefore, the function f satisfies
|γ0c |2 ∈ O(1/c)

(A.1)

on the entire domain.
Now we upper bound the second largest eigenvalue of Fc . Since the second
eigenvector |w⊥ i of Fc is orthogonal to its dominant eigenvector, it can be
written in the form:
¯ E
¯ ⊥
= γ̃1c |v0 i + γ̃0c |v1 i,
¯w
where |γ̃1c | = |γ1c | and |γ̃0c | = |γ0c |. We get that
D ¯ ¯ E
¯ ¯
λc = w⊥ ¯Fc ¯w⊥ = |γ̃1c |2 hu0 |u0i + |γ̃0c |2 hu1 |u1i + 2Re(γ˜1c γ˜0c hu0 |u1i).
From the assumption hu0 |u0 i ∈ O(1/c) and (A.1) we conclude that
λc ∈ O(1/c).
2
Lemma A.2 Let c, k > 0. Consider the game from Prot. 7.1 and let X and
Y denote the respective registers of Bob, corresponding to Alice’s choices of h
and h0 . To any strategy based on the outcomes of a separable measurement
1
and
M = (E0 , E1 , E? ) on HX ⊗ HY with probability of error qerr ≤ 2(c+1)k
the expected payoff p, there exists a strategy using a separable measurement
M0 = (E00 , E10 , E?0 ) in the form:
E00 = G00 ⊗ G10 + G01 ⊗ G11 ,

E10 = G00 ⊗ G11 + G01 ⊗ G10 ,

E?0 = 1 − E00 − E10

with the expected payoff p0 , satisfying:
|p − p0 | ∈

√
1
+ O(1/ c).
k

Proof. For simplicity of the notation, let us define |ψ0 i : = |ψx0 i and |ψ1 i : =
|ψx1 i, where |ψx0 i and |ψx1 i come from Prot. 7.1.
Every element of a separable measurement on HX ⊗ HY can be written as
a sum of tensor products of positive semi-definite operators. In particular, the
elements of M can be written in the form:
X
0
1
Eb(x,y) :=
Fb(x,y),x
⊗ Fb(x,y),y
.
x,y
0
1
Operators Fb(x,y),x
⊗ Fb(x,y),y
can be viewed as the elements of a new measurement N , refining M. Since the states |ψ0 i and |ψ1 i span a 2-dimensional
Hilbert space, all operators Fb0x,y ,x and Fb1x,y ,y can be restricted to correspond
to 2 × 2 matrices in some basis of this space.
The function b : (x, y) → {0, 1, ?} is a post-processing function of the outcomes of N , determining the outcome of M (0 corresponds to the states being
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equal, 1 to them being different, and ? denotes an inconclusive answer). Let A
denote the sets of all pairs (x, y) of outcomes of N . To every pair (x, y) ∈ A
we assign (qx0 , qy1 ) ∈ [0, 1/2]2 – the probabilities of error in guessing the factor
states of HX and HY , conditioned on measuring x and y, respectively. Let W0
and W1 denote the random variables assigned to the states of HX and HY ,
respectively. The probability space of both W0 and W1 is {0, 1}, since the state
of either of the subsystems is |ψ0 i or |ψ1 i. For ζ ∈ {0, 1}, let x → ζ, y → ζ
1
, respectively, where the
stand for Pr[W0 = 1 − ζ|x], Pr[W1 = 1 − ζ|y] ≤ 2(c+1)
probabilities are conditioned on the outcomes of N in the respective subsystems. Consider measurement M∗ := (E0∗ , E1∗ , E?∗ ) with the same refined set of
outputs A as M (which now will be indexed differently) in the following form:
∗
∗
E0∗ = E0,0
+ E1,1
,

∗
∗
E1∗ = E0,1
+ E1,0
,

where
∗
:=
Eα,β

X

E?∗ = I − E0∗ − E1∗ ,

0
1
Fα,x
⊗ Fβ,y
.

(A.2)

x→α,y→β

We show that the difference of the expected payoff p of M and the expected
payoff p∗ of M∗ satisfies:
1
|p − p∗ | ≤ .
(A.3)
k
Since the refined sets of possible outcomes of both M∗ and M are the same,
the two measurements only differ in the post-processing functions denoted by
b and b∗ , respectively. In other words, M∗ differs from M in the arrangement
of the same set of summands in the three sums defining measurement elements
(E0 , E1 , E? ) and (E0∗ , E1∗ , E?∗ ).
Consider any strategy which upon measuring (x, y) yields a conclusive answer. For the corresponding expected payoff px,y conditioned on measuring
(x, y) we then get:
px,y =

(1 − qx0 )(1 − qy1 ) + qx0 qy1 − c(qx0 (1 − qy1 ) + (1 − qx0 )qy1 )

=

1 − (c + 1)(qx0 + qy1 − 2qx0 qy1 ).

(A.4)

If on the other hand, measuring (x, y) implies the answer of M to be inconclusive, the expected payoff conditioned on measuring (x, y) will be 0. Consequently, the optimal post-processing strategy (with the maximum payoff)
1
,
should output b(x, y) =? for every (x, y) satisfying qx0 + qy1 − 2qx0 qy1 > c+1
otherwise it outputs a conclusive answer. In particular, the output should be
1
1
inconclusive for all pairs (x, y) such that qx0 > c+1
or qy1 > c+1
, and conclusive
1
if both qx0 , qy1 ≤ 2(c+1)
.
1 2
1
] \ [0, 2(c+1)
]2 does not
However, only the knowledge that (qx0 , qy1 ) ∈ [0, c+1
allow us to determine what is the best output in order to maximize the payoff.
We analyze this problem with respect to the probability of error allowed for the
post-processing function.
We assume that the answer of N with the post-processing function b can be
1
false with probability at most qerr ≤ 2k(c+1)
. According to Markov’s inequality,
0
measuring (x, y) such that either qx > kqerr or qy1 > kqerr does not allow to
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output a conclusive answer with probability larger than 1/k. Thus, for either
1
1
qx0 > 2(c+1)
or qy1 > 2(c+1)
, the answer cannot be conclusive with probability
larger than 1/k. In the latter we analyze the difference of the expected payoffs
for the post-processing function b and for a newly defined b∗ such that for any
1
1
or qy1 > 2(c+1)
, the output is b∗ (x, y) =?.
(x, y) satisfying qx0 > 2(c+1)
Consider every pair (x, y) such that by modifying b(x, y) into b∗ (x, y), px,y
decreases and compute the difference of px,y and p∗xy in this case. We have that
1
1
1
1
either qx0 ∈ ( 2(c+1)
, c+1
, c+1
] or qy1 ∈ ( 2(c+1)
], yielding that
1
px,y = 1 − (c + 1)(qx0 + qy1 − 2qx0 qy1 ) < .
2
It means that for every pair (x, y) for which the value of the post-processing
function was modified, px,y decreased by at most 1/2. However, since the answer
of M is false with probability at most qerr , the functions b and b∗ cannot differ
anywhere except for a set of (x, y) measured with probability at most 1/k,
1
. This gives us
concerning that qerr ≤ 2k(c+1)
|p − p∗ | ≤

1
.
k

(A.5)

We have shown that a separable measurement M can be approximated by a
separable measurement M∗ in the special form. In the following we show that
M∗ can be approximated by a measurement in the form from the statement
√
up to a difference in payoffs which is in O(1/ c). The statement of the lemma
then follows from the triangle inequality.
Our next goal is to construct a measurement M0 = (E00 , E10 , E?0 ) in the form:
E00 = G000 ⊗ G100 + G011 ⊗ G111 ,

E10 = G001 ⊗ G101 + G010 ⊗ G110 ,

E?0 = I − E00 − E10 ,

approximating the measurement M∗ with respect to the expected payoff. In the
definition of the elements of M0 , the upper index of Gζab specifies the subsystem,
the first bit of the lower index determines the outcome in the first subsystem,
and the second bit of the lower index determines the outcome in the second
subsystem.
Consider the previously constructed measurement M∗ . Fix α, β ∈ {0, 1}
and define Fx0 :=

0
Fα,x
,
0
kFα,x k∞

Fy1 :=

1
Fβ,y
,
1
kFβ,y k∞

0 k · kF 1 k . First, we
µx,y := kFα,x
∞
β,y ∞

construct positive-semidefinite operators G̃0α,β ⊗ G̃1α,β , approximating
∗
Eα,β
=

X

µx,y Fx0 ⊗ Fy1

x→α,y→β

(defined by (A.2)), where the guesses of α and β conditioned on measuring
1
Fx0 and Fy1 are incorrect with probability at most 2(c+1)
. We require these
operators to satisfy:
∗
1. pEα,β
= pG̃0

1
α,β ⊗G̃α,β

∗
, where pEα,β
and pG̃0

offs conditioned on measuring

1
α,β ⊗G̃α,β

∗
Eα,β

and

G̃0α,β

denote the expected pay-

⊗ G̃1α,β , respectively.
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2. For all ζ0 , ζ1 , α, β ∈ {0, 1} :
¯
¯
√
¯
¯
∗
|ψζ0 , ψζ1 i¯ ∈ O(1/ c),
¯hψζ0 , ψζ1 |G̃0α,β ⊗ G̃1α,β |ψζ0 , ψζ1 i − hψζ0 , ψζ1 |Eα,β
3. k

P
α,β

G̃0α,β ⊗ G̃1α,β k∞ ∈ 1 + O(1/c).

We now describe the construction of operators G̃0α,β and G̃1α,β . The respective dominant eigenvectors of Fx0 and Fy1 can be written as
¯
E
0
0 ¯ ⊥
|w0 i = γ0,x
|ψ1−α i + γ1,x
¯ψ1−α ,
¯
E
1
1 ¯ ⊥
|w1 i = γ0,y
|ψ1−β i + γ1,y
¯ψ1−β ,
where for each ζ ∈ {0, 1}, |ψζ⊥ i denotes the unit vector spanned by |ψ0 i and
|ψ1 i, orthogonal to |ψζ i. According to Lemma A.1, there exists κ positive such
0 |2 ≤ κ and |γ 1 |2 ≤ κ . We define operators G̃0
that for each x and y, |γ0,x
0,y
α,β
c
c
and G̃1α,β by
sX
¯
¯
ED
³
κ´
¯ ⊥
⊥ ¯
0
µx,y ¯ψ1−α
ψ1−α
G̃α,β :=
1−
·
¯ + ν0 (c)|ψ1−α ihψ1−α |,
c
x,y
sX
¯
¯
³
ED
κ´
¯ ⊥
⊥ ¯
G̃1α,β :=
1−
µx,y ¯ψ1−β
ψ1−β
·
¯ + ν1 (c)|ψ1−β ihψ1−β |
c
x,y
for non-negative functions ν0 , ν1 ∈ O(1/c) chosen to be such that
∗
= pG̃0
pEα,β

1
α,β ⊗G̃α,β

.

Such a choice of parameters is possible, due to the fact the the probability
∗
of a wrong guess, conditioned on the outcome Eα,β
is in O(1/c). Since op∗
erators {Eα,β }α,β form a valid POVM, after projecting them by a projector
⊥ ihψ ⊥ | ⊗ |ψ ⊥ ihψ ⊥ |, we get a valid POVM on the support of P .
P := |ψ1−α
1−α
1−β
1−β
∗ P}
In other words, {P Eα,β
α,β form a POVM and therefore, also the operators


¯
¯ ¯
¯
³
ED
ED
´
X
κ 
¯ ⊥
¯ ⊥
⊥ ¯
⊥ ¯

:=
Jα,β
1−
µx,y ¯ψ1−α ψ1−α ¯ ⊗ ¯ψ1−β ψ1−β ¯,
·
c
x→α,y→β

∗ P , form valid POVMs. From the condition
lower-bounding P Eα,β
X
k
Jα,β k∞ ≤ 1,
α,β

we conclude that
k

X

G̃0α,β ⊗ G̃1α,β k∞ ∈ 1 + O(1/c).

(A.6)

α,β

It remains to show that
¯
¯
√
¯
¯
∗
∀ζ0 , ζ1 , α, β ∈ {0, 1} : ¯hψζ0 , ψζ1 |G̃0α,β ⊗ G̃1α,β |ψζ0 , ψζ1 i − hψζ0 , ψζ1 |Eα,β
|ψζ0 , ψζ1 i¯ ∈ O(1/ c).
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By definition of G̃0α,β and G̃1α,β , this is true if ζ0 6= α or ζ1 6= β. We now
discuss the remaining case. It follows from Lemma A.1, applied to each Fx0 ⊗Fy1
and the construction of G̃0α,β ⊗ G̃1α,β that
°
°
°
°
X
°
°
0
1
0
1 °
°
µx,y Fx ⊗ Fy − G̃α,β ⊗ G̃α,β °
°
°x→α,y→β
°

√
∈ O(1/ c).

∞

Hence, also
¯
¯
√
¯
¯
∗
|ψα , ψβ i¯ ∈ O(1/ c).
¯hψα , ψβ |G̃0α,β ⊗ G̃1α,β |ψα , ψβ i − hψα , ψβ |Eα,β
We have defined a set of operators {G̃0α,β ⊗G̃1α,β }α,β , almost forming a POVM
due to the condition (iii). Therefore, we can re-scale the elements of the set by
a factor in 1 − O(1/c), and thereby create a POVM {G0α,β ⊗ G1α,β }α,β . Due to
∗ or
the condition (i), the expected payoffs conditioned on measuring either Eα,β
G0α,β ⊗ G1α,β are the same. Finally, due to the condition (ii), the probabilities of
∗ }
0
1
measuring an outcome from {Eα,β
α,β and an outcome from {Gα,β ⊗ Gα,β }α,β
√
differ by a value in O(1/ c). Hence, if the probability of a conclusive answer
of M∗ is constant then the measurement with elements
E000 := G00,0 ⊗G10,0 +G01,1 ⊗G11,1 ,

E100 := G00,1 ⊗G10,1 +G01,0 ⊗G11,0 ,

E?00 := I−E00 −E10

√
gives a conclusive answer with probability lower by at most a value in O(1/ c),
√
and differs from M∗ in its payoff by a value in O(1/ c). According to [KKB05],
the state of each of the two subsystems after applying the measurement given
above is independent of the outcome in the other one. Therefore, in order to
achieve certain expected payoff, the local measurements can be optimized separately. It follows that the payoff of measurement (E000 , E100 , E?00 ) can be matched
by the payoff p0 of some measurement M0 in the form:
E00 = G00 ⊗ G10 + G01 ⊗ G11 ,

E10 = G00 ⊗ G11 + G01 ⊗ G10 ,

E?0 = I − E00 − E10 .

By applying (A.3) and the triangle inequality, we finally get that
√
|p − p0 | ∈ O(1/k) + O(1/ c).
2

